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ARTICLE INFO ABSTRACT
Keywords: Multi-Core Processors (MCPs) are ubiquitous in modern electronic devices. However, their exploitation within
Multi-core Processors (MCPs) the high criticality domains, specifically that of aerospace, introduces challenges. The European Union Aviation

Electronic hardware
Software
Safety-critical
High-criticality

Safety Agency (EASA) and the Federal Aviation Administration (FAA) recently released harmonised guidance
in the form of Acceptable Means of Compliance (AMC) 20-193, which details what is required, from a
certification perspective, to enable the use of MCPs for satisfying airworthiness requirements. Although
regulatory authorities have withdrawn Job Aids for standards such as DO-178 and DO-254, they are an

g:ilﬁcanon effective method of showing compliance to standards and widely used by assessors. Understanding MCPs is,
EASA however, non-trivial and requires significant expertise not only of the device itself, but also how software
Job Aid will be architected and executed, along with how system level safety considerations are to be employed, all
Aviation to ensure safe application of this technology. Thus, within this paper the authors, through the provision of
Aerospace an assessment of the what detailed in AMC 20-193, give an in-depth analysis into the intent behind the 10
Civil objectives set out in this new AMC. The aim of the paper is to provide a foundation upon which Subject Matter
Defence Experts (SMEs) might construct their own Job Aid. Through its discussions, it is the authors intention that this
paper enables a common understanding against which an applicant, assessor, and authority can interpret the

how when looking to achieve the what set out in AMC 20-193.
1. Introduction air platforms [6]. A key factor for this delay is the risk of increased
non-determinism introduced through the use of shared resources by the
To ensure safety, high-criticality domains (such as aerospace) un- multiple cores within an MCP. That is, the increased unpredictability
dertake significant scrutiny of the underpinning Airborne Electronic in computational time for hard real-time tasks (as a result of this non-
Hardware (AEH) and the associated software. In civil aviation, the use determinism) is undesirable for safety-critical functions. Methods of
of software and AEH in practice requires the application of standards bounding and quantifying this unpredictability have therefore been

such as DO-178C [1] and DO-254 [2], respectively, to ensure safety required.

considerations are met. To that end, there have been multiple academic research activities

Whilst the use of AEH and software has become more prevalent (e.g. the University of York [7], Carnegie Mellon University (CMU) Soft-
in the aerospace domain, particularly in defence, this domain is no ware Engineering Institute (SEI) [8], and Imperial College London [9])
longer the key consumer of electronic components [3]. Instead, other into understanding how to quantify and mitigate the additional com-
industries .such as au.tomotlve, mobile devices, and data centres are the plexities introduced by MCPs, most of which target the avionics and
market drivers; particularly for processors [4]. high-criticality domains. Industrial agencies have also undertaken sig-

chte t}'1e dael;osp E'itCithII;aln }115 n{)' l?tn%lef téle driver gorhtl?e semi- nificant research into approaches and tooling to enable the use of MCP
concuctor Incustry, 1t theretore has fimitec intiuence and choice over devices in aviation (e.g. Airbus [10,11], nHansa [12,13], Thales [14,

the available devices. For instance, considering that Multi-Core Proces- . o
v v 8 15], and Rapita Systems [16]), and has even been a focus of civil avia-

sors (MCPs) have been in circulation for decades (being first introduced » thority funding ( DGAC’s PHYLOG ect!). n J 2022
by International Business Machines Corporation (IBM) in 2001 [5]), lon au orlty' un 1r1'g ‘e.g. s project’). in January
European Union Aviation Safety Agency (EASA) released Acceptable

their application in the aerospace domain has been significantly de- . e L
layed. Indeed, it is only recently that MCPs have been introduced in Means of Compliance (AMC) 20-193 [17], providing a set of objectives
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to support the use of MCPs in aviation’s most safety-critical cases (up
to Item Design Assurance Level (IDAL) A).

AMC 20-193 is a refinement of CAST-32A [18], which has been scru-
tinised by academia, industry and regulatory bodies. The objectives of
AMC 20-193? require fulfilment through the generation of artefacts that
detail both a strategy toward certification and evidence of its execution.
However, the AMC details only the ‘what’ in these objectives, not the
‘how’; as was the intent of the AMC authors [19].

This paper examines the objectives of AMC 20-193, with the aim of
providing additional guidance to fulfilling these objectives. The inten-
tion is to propose guidance that can be used to inform the construction
of an MCP Job Aid to support adherence to AMC 20-193. Moreover,
this guidance can assist in the process of producing Job Aids, which
can act as frameworks (e.g. [20]) to manage the inputs, transition
criteria, planning, execution, outputs, and completion of formal review
processes.®

1.1. Methodology

In forming guidance for an MCP Job Aid, the authors identify two
questions that are considered to be key in addressing certification
against AMC 20-193:

Q1. What structure can be added to the objectives, adding clarity as to
when they need to be addressed within a development lifecycle?

Q2. What suitable questions can be identified that add context and har-
monised interpretation, between regulator and applicant, to initiate
and guide discussion when addressing the AMC’s objectives?

The methodology adopted to address Q1 and Q2 was based on
conducting a series of technical workshops, which is a key qualitative
research method that is widely used within industry and academia. In
order to increase the robustness of our work, in addressing Q1 and Q2,
the workshops used a framework that combined:

» Primary data, which was based on the experience and knowledge
of the authors as Subject Matter Experts (SMEs), in conducting
assurance assessments and audits of AEH and software on various
military projects. Since the authors have also advised industrial
and government organisations on the use of standards (such as
DO-254 and DO-178) for certification, this knowledge was used
to interpret the AMC objectives.

Secondary data, which used accessible publications to support the
brainstorming discussions held during the workshops. It should
be noted that although research into MCPs contains a plethora
of publications, this paper does not provide an exhaustive (or
comprehensive) literature review of MCPs, as the authors view
this not to be within the goals of this paper. The workshops used
relevant publications that allowed the authors to gain an insight
into understanding Q1 and Q2, and forming relevant guidance.

The workshops were structured into the format of:

» For each AMC objective, considering its meaning, interpretation
and intent from the perspective of the assessor and supplier.

+ Determining what additional questions should be posed and ac-
tivities performed to satisfy the AMC objectives. This stage used
both primary and secondary data sources but heavily relied on
the former (i.e. the authors expertise of actually performing Stage
of Involvement (SOI) reviews for the certification of AEH and
software).

2 Note that the terms ‘AMC’ and ‘AMC 20-193’ are used interchangeably
throughout this paper.
3 Further information is contained in Section 2.
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» Gaining a consensus amongst the workshop participants on the
type of guidance that should be provided.

The output of these workshop sessions (which forms this paper)
provides: a multi-SME agreed interpretation of the AMC objectives; an
understanding of when and how each objective should be addressed
within a development lifecycle; and a set of supporting questions to
illicit the creation of suitable responses to meet the overall intent of
the AMC, and to address each AMC objective. The authors believe that
the work presented in this paper, underpinned by workshops and the
experiences of SMEs, provides a meaningful and relevant contribution
to the ongoing practical efforts for applying AMC 20-193.

1.2. Structure

Section 2 discusses the concept of Job Aids and their use in civil
regulation. In Section 3 we introduce the certification standards used
for software/AEH within aircraft and how AMC 20-193 sits within a
civil certification approach.

In Section 4, we evaluate each of the 10 objectives introduced
through AMC 20-193.% From this evaluation, we introduce additional
questions to drive a deeper granularity of questioning, along with
identification of linked activities to support the fulfilment of the ob-
jectives. The detail provided in Section 4 could form the basis of a
Job Aid for any personnel performing technical evaluations as part
of a certification process. In addition, Section 4 provides supportive
material for applicants adopting MCP technologies, motivating them to
generate suitable, consistent, and co-ordinated artefacts.

In Section 5 we provide an evaluation of the work conducted, and
wider considerations towards the certification and use of MCPs. Finally,
in Section 6 we provide a conclusion, a set of recommendations, and
details of potential next steps for the work.

2. Job Aids: An Introduction
2.1. Job Aids for DO-254 and DO-178C reviews

Within the aviation domain, a typical DO-254/DO-178 certification
assessment of AEH and software would undergo four SOIs®
[22,23]. These stages are identified as follows:

+ SOI #1 Planning Review:

“A ... planning review should be conducted when the initial ...
planning process is complete (i.e. when most of the plans and
standards are complete and reviewed)”.

» SOI #2 Development Review:

<

‘A ... development review should be conducted when all actions
from the ... planning review (SOI #1) have been proposed for
closure and at least 75% of the ... development data (i.e. require-
ments, design and code) are complete and reviewed”.

» SOI #3 Verification Review:

“A ... verification review should be conducted when at least 75%
of the ... verification and testing data are complete and reviewed”.

» SOI #4 Final Certification Review:

4 This includes MCP_Resource Usage_ 2, which references out to AMC
20-152A [21].

5 The term SOI was first mentioned in the now withdrawn software Job
Aid [22], and later used within the Federal Aviation Administration (FAA)
AEH job aid [23]. Note that EASA [24] instead used the terms ‘Hardware
Reviews’, but they are suitably similar.
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“A final certification ... review should be conducted after the
final ... build is completed, the ... verification is completed, a ...
conformity review has been conducted, and the ... product is ready
for formal system approval”.

When undertaking SOIs, the FAA have previously employed the use
of ‘Job Aids’ to support the assessment at the various SOIs. Specifically,
a Job Aid has traditionally been intended for use as an aide-memoir by
the Designated Engineering Representative (DER), or their delegate. For
instance, the DO-254 review Job Aid [23] stated®:

“This Job Aid should be used as a reference tool during the review
process. It is not intended to be used as a checklist and is not all inclusive
of all possible situations that need to be reviewed. Nor is the Job Aid
intended to replace DO-254. Rather, it should be used in conjunction
with DO-254".

The Job Aids not only consist of SOI review stages, but also include
the roles and responsibilities of those that attend the reviews, and
how a SOI should be organised. The Job Aids are more than just a
checklist of questions, they act as a framework to manage the inputs,
transition criteria, estimated duration, planning, execution, outputs,
and completion of the SOI process.”

It is important to note that a SOI may well be carried out before
the associated stage of development is completed. For instance, SOI#2
may be enacted when the applicant identifies that they have completed
75% of the design stage.

2.2. Job Aids: Their value

Whilst DO-254 has until recently been supported by a Job Aid [23],®
the FAA has now withdrawn the Job Aids for both AEH and software
on the release of DO-178C. The rationale for the removal of the Job
Aids is not completely clear, however since the Job Aid for DO-178B
required updating (due to the additional objectives of DO-178C and
its supplements), it became out-dated. Furthermore, certification has,
generally, been regarded as a subjective activity and seen by some
as a ‘tick box’ process [25]. Since the success of an AEH or software
compliance activity is dependent on the experience and skills of the
assessor, authorities (such as the FAA) may have wanted to encourage
assessors to form their own means of showing compliance.

The withdrawal of these FAA Job Aids has not, however, meant that
checklists (such as [26] for DO-178C) have stopped being produced
(or used) nor has it diminished the appetite for Job Aids. In fact the
use of Job Aids forms an important means of showing compliance to
the certification objectives of DO-178C or DO-254, and ensuring the
‘completeness’ of an assessment [27].

It is important to recognise that whilst Job Aids may pose a risk if
used by assessors as a ‘tick box’ exercise, they are still a powerful tool in
supporting the assessment of AEH and software in aviation when used
by experienced, knowledgeable, and careful assessors.

Based on the utility of Job Aids, in the remainder of this paper we
propose to develop the basis of a Job Aid for AMC 20-193. This work
is a culmination of a multi-national effort to develop a means to show
compliance to AMC 20-193. As MCPs are still a novel technology for
certification within aviation, the authors consider this work to be a
useful addition to the certification process that uses AMC 20-193.

6 The DO-178B Job Aid contained similar text but with reference to DO-178
rather than DO-254.

7 Note that it is not the intent of this paper to address all of these points,
for instance the estimated duration for life-cycle stages is not considered.

8 The DO-254 Job Aid has recently been withdrawn from the public
domain, circa mid-2023. It is the authors’ belief that the release of AC 20-152A
by the FAA has triggered the removal of what is now considered an outdated
DO-254 Job Aid.
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Importantly, unlike a traditional software or AEH SOI assessment,
when MCPs are adopted, there is a need to consistently and coherently
employ Suitably Qualified and Experienced Personnel (SQEP)° SMEs
for systems, hardware, and software when addressing the use of MCPs.
This is to ensure that the full considerations of the AMC are addressed.

3. Framing AMC 20-193 and its related standards
3.1. AMC 20-193: Not the only approach

This paper does not critique or necessarily ‘promote’ AMC 20-193.
The paper acknowledges that AMC 20-193 is a widespread means
of compliance to demonstrate MCP assurance. Indeed, for the civil
sector AMC 20-193 has become the de facto means of compliance,
despite guidance existing within the defence domain, such as Airwor-
thiness Advisory (AA) 22-01'° to MIL-HDBK 516C [29] and the United
States (US) Army Software Airworthiness Qualification Requirements
for Multi-Core Processors [30].

The paper authors cannot state that the information in the Job Aid
(outlined in this paper) would meet the requirements/intent of other
MCP guidance but there are strong similarities between the AMC and
other defence guidance. Therefore, although not categorically written
to support other guidelines, an AMC 20-193 Job Aid could have wider
MCP assurance applicability.

3.2. AMC 20-193 and the wider regulatory requirements

From a civil perspective, software/AEH of interest (e.g. due to
safety or complexity) are commonly assessed against DO-178C [1] for
software and DO-254 [2] for Complex Electronic Hardware (CEH).!!
These guidelines have pedigree and have been in active use for decades,
indeed DO-178 was originally developed in the late 1970s with a
number of iterations (DO-178A in 1985 and DO-178B in 1992) to reach
the current version (DO-178C) in 2012. DO-254 was released in 2000
and ‘formally’ adopted by the FAA in 2005.'*

A benefit of DO-178C and DO-254 is that they are predominantly
process-based and are life-cycle and technology agnostic. However, as
a consequence, systems may be implemented with technologies/fea-
tures (which have an impact on safety) that are not explicitly covered
by existing guidelines. That is, technologies now exist that were not
considered, or indeed did not exist, at their time of their writing, and
as such these two standards may not be sufficient on their own.

One such technology is the Multi-Core Processor. The concerns of
using MCPs are typically related to aspects on interfacing of software
with the hardware over and above that generally considered under DO-
178C’s “compatibility with target computer” objectives. In 2014, the
Certification Authorities Software Team (CAST) released information
(but not official guidance — it is not within the CAST remit) on how
to potentially allow the use of MCPs in the civil domain (the released
paper was called CAST-32 [33]). The MCP CAST-32 paper was updated
to CAST-32A [18] in 2016.

The CAST-32A paper presented 10 objectives for Design Assurance
Levels (DALs) A and B, with 6 for DAL C; these are based upon plan-
ning, resource usage, software, error handling, and an accomplishment

9 The term SQEP is defined as a designated individual who - by virtue
of their training, experience, recency in role and personal characteristics
— is expected to be competent to fulfil a specified role. This individual
will be appropriately empowered to act within the context of their SQEP
responsibilities [28].

10 Noting that AA 22-01 still has a draft status.

11 1t should be noted that DO-254 uses the term ‘CEH and EASA use the
term ‘AEH’. In this paper the terms are used interchangeably.

12 DO-178 and DO-254 are enacted within the civil domain through AC
20-115 [31] and AC 20-152 [32].
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(e.g. ARP 4761)

Intended Aircraft
Function

Function, Failure and
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System Design
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(e.g. DO-254)
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(e.g. DO-178C)

Multi-Core Processor Implementation Guidance
(e.g. AMC 20-193)

Fig. 1. Wider regulatory framework to MCP implementation guidance.

summary.'® These objectives contain a number of guidance notes which
in effect act as ‘sub-objectives’.

AMC 20-193 further refines CAST-32A but, importantly, provides no
change in position or the applicability to DALs. The rationale/context
for each of the objectives is equivalent (although less verbose), but with
some additional guidance notes. The need for hardware considerations
when certifying the use of MCP, and thus the relationship to DO-254 is
emphasised within AMC 20-193 as MCP_Resource_Usage_2 directly ref-
erences the recently released AMC 20-152A [21],'* Objective COTS-8.
The COTS-8 objective was previously contained within CAST-32A.

Traditionally, a safety assessment process (e.g. ARP 4761 [34])/
system development process (e.g. ARP 4754A [35]) would allocate
appropriate software/AEH DALs. The DALs placed on the MCP imple-
mentation, would consequently be allocated from these DALs, with the
architecture developed accordingly (including the use of independent
functions). The flow from the safety assessment process to the MCP
objectives is simplistically illustrated in Fig. 1.

Fig. 2 visualises the approximate timeline at which relevant stan-
dards/guidelines were introduced. This Figure also shows the time-
frame (approximately 20 years) between the first introduction of MCPs
and their use within airborne platforms. Moreover, Fig. 2 highlights
the relevant disparity between the release of standards/guidelines with
respect to each other and the resultant potential discontinuity. Finally,
and perhaps most importantly, the Figure demonstrates the protracted
and conservative incremental development of guidance (educational
and the resultant AMC) against new technologies, such as MCP.

AMC 20-193 is not only starting to gain acceptance within the civil
domains, but also defence regulators (such as the United Kingdom (UK)
Military Aviation Authority (MAA)) are now expecting the AMC to be
adopted for Type Design Changes which involve MCPs [36]. The UK
MAA process for MCP assurance (using the guidance in AMC 20-193)

13 For brevity, these topics will not be expanded further in this section but
will be covered in detail within the rest of the paper.
14 Released in conjunction with AMC 20-193.
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is to develop a Military Certification Review Item (MCRI) which allows
the approach to be articulated to the authority (as set out in [36]). The
use of safety-critical MCPs within the UK defence domain is still viewed
as ‘novel’, despite the formal release of AMC 20-193. This indicates
that the adoption of MCPs still pose technical and assurance challenges.
Educational outputs (such as Job Aids) would, we believe, therefore be
a useful addition to the assurance domains (both civil and defence).

4. Expanding AMC 20-193 objectives

Within this section we evaluate the intent of each objective, and
identify where within an SOI engagement, one might expect to see arte-
facts to support its achievement. Note that for some of these objectives,
activities should be undertaken iteratively through the SOIs.

The following provides a discussion (which is based upon the au-
thors’ understanding/interpretation) against each of the objectives ac-
companied by a set of questions to support the production of a tailored
Job Aid. It should be noted however, that the information provided is
for guidance only and should not be considered the de facto baseline.
These may differ, dependent on the assessor’s own position.

4.1. MCP_Planning 1

The first MCP objective in AMC 20-193 is partitioned into 7 specific
sub-objectives that should be addressed (and documented) as part of
the planning phase. Specifically, they deal with the proposed MCP
device and how it is intended to be used. Considerations regarding
these 7 sub-objectives are expanded below, where deemed appropriate.

4.1.1. MCP_Planning 1.1: Identify the specific MCP, including the unique
identifier from the manufacturer

Discussion

A chosen MCP should be as a result of an informed decision and
the rationale behind the device selection should be exposed. This may
be a simple statement such as: “Our engineers have significant previous
experience with this device family, it provides sufficient features for the
functionality required, and there is already an Non-Disclosure Agree-
ment (NDA) in place with the device vendor”. Conversely, a rationale
for the down-selection involving a detailed analysis of multiple device
vendors or even device models may need to be considered. Particularly
if there are specific device features intended for use that may incur
certification challenges (as per MCP_Planning_1.4).

Along with the identification of a proposed device (including the
make, model, and variant), it is advantageous that characterisation/
profiling [9,13] be undertaken and made available. This is of partic-
ular benefit if the results of this device profiling informs the overall
certification approach; such as informing on the usage of an Integrated
Modular Architecture (IMA) argument [37].

Additionally, non-technical considerations should also be addressed.
For instance, if a device is being chosen due to the availability of
an AEH MCP certification pack, the certification pack is likely to be
provided under an NDA. Thus, the applicant should consider provision
of sufficient information to their regulator/assessor, such that the NDA
either includes the regulator, or sufficient information provided within
a certification argument is not in violation of the NDA.

SOI#1 questions

1. Are the specific MCP processors identified, including the unique
identifier (such as the part number, make, model and variant)
from the manufacturer?

2. What is the rationale for the down-selection of the processor
device?

3. What characterisation or profiling of the device(s) informed
selection is being used and where is this documented?

4. Is characterisation available or planned, and if so, what is the
confidence that the MCP will be suitable?
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Fig. 2. Timeline of selected standards/guidelines.

5. Does the planned MCP have a suitable AEH MCP certification
package? If so, are these packages available for review and free
of NDA access conflicts?

4.1.2. MCP Planning 1.2: Identify the number of active cores

Discussion

When an MCP is intended for use with disabled cores, a strategy for
managing the unused cores should be employed. Some vendors may
provide methods for physically turning off the devices through routing
of power (or lack thereof). Alternatively, an MCP device may offer the
ability to disable cores within a tailored Basic Input Output System
(BIOS). Consideration should be taken as to whether this is a viable
option, or if holding cores within a spinlock [38] is preferable. Indeed,
some device vendors provide libraries to support such methods [39].
Again, evidence of the sufficiency of any chosen approach should be
addressed as part of the characterisation/profiling of the device. If
this configuration management occurs within software, then the DO-
178C objectives related to Parameter Data Item (PDI) may also need
be considered.

Further to the identification of active cores, assessment of the device
needs to include understanding whether core bias exists [40] (where
a core(s) has preferential access to shared resources), and if so how
this will be mitigated. It may be that core bias information is provided
within vendor documentation. Equally, such a bias may only be discov-
ered as a result of device characterisation/profiling. And, depending
on the vendor, the method of arbitration in the enumeration and
placement of cores within the chosen MCP may need to be considered.

The determination of specific active cores may also be important
where multiple Memory Management Units (MMUs) within the MCP
are intended to be used, offering a reduction in potential interference
paths. Such functionality may be provided within documentation, or
may require direct engagement with the MCP vendor.

Once the impact of core usage/disablement is fully understood, and
the proposed configuration of core(s) is determined and justified, it
should be suitably documented. Further, consideration must be made
to ensure that the configuration of the used/unused core(s) is secured,
or, in the event of an architectural update, revalidated.

Finally, depending on the certification strategy being undertaken,
the monitoring of active and deactivated cores should be considered.
This monitoring would be necessary to ensure that the cores remain
in their intended states and to avoid inadvertent functioning. Such
monitors may be addressed in response to fulfilment of MCP_Error_Han-
dling 1.

SOI#1 questions

1. What are the number of active cores and are they clearly iden-
tified?

2. If the processor has been profiled (core biasing), have the cores
been enumerated?

3. If cores are unused within the design: what is the deactivation
method (for cores not used within the design); how will this be
monitored, controlled, and measured (if applicable) during use;
and how will this be verified?

4. How is each core configured and how is this configuration
managed?

5. How is the configuration secured/managed with respect to fac-
tors such as changes/updates?

4.1.3. MCP_Planning 1.3: Identify the MCP software architecture to be used
and all the software components that will be hosted on the MCP

Discussion
In addition to the sub-objectives, AMC 20-193 includes notes asso-
ciated with MCP_Planning_1. The first of these notes applies here:

“(a) The MCP software architecture includes asymmetric multi-processing
(AMP), symmetric multi-processing (SMP), or amny other architecture
used by the applicant”.

It is not the intent of this paper to detail the differences between
AMP, SMP, or even bound multi-processing (BMP).'® It is anticipated
(based on the authors’ experience at the time of writing) that the
majority of applicants will propose the use of level 1 hypervisors'®
along with an AMP approach.'” This enables exploitation of the SWaP
benefits of MCPs, along with re-hosting of existing software. This
approach does have the potential to limit true exploitation of the MCPs,
as assigning individual cores to separate Real-Time Operating System
(RTOS) instantiations, may not support a truly parallelised compute
approach. Applicants may transition toward BMP based solutions, as

15 A summary of the differences between AMP, SMP and BMP may be found
in [41].

16 Further information on the types of hypervisors can be found within [42].

17 An AMP approach utilises multiple cores, potentially with differing archi-
tectures, often with the option for each to have individual address spaces,
may (or may not) run differing Operating Systems (OSs), and can enable
mixed-criticality; thus, offering maximal Size Weight and Power (SWaP)
benefits.
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the need for higher throughput and parallelised processing is employed,
and as greater understanding in handling interference paths when
utilising methods such as core affinity is achieved. Further, BMP may be
necessary where mode changes are required during operational flight,
requiring associated schedulers to maintain safety, such as [43].

In addition to the MCP software architecture, there is, as the sub-
objective states, a need to detail all the software components that will
be hosted; thus, the second note is also applicable:

“(b) The software components identified should include any operating
systems, hypervisors, software applications, and all functions that are
provided in software. In the case of an MCP used in an IMA platform,
the software components that are identified do not have to include the
hosted software applications”.

It is therefore advisable to compile a complete list (or as complete as
possible) of all software components in support of MCP_Software_1 as
early as possible within the life-cycle.'® Furthermore, for any procured
software, such as RTOSs and hypervisors, early identification of their
‘certifiability status’ is considered advantageous. The configuration
of applications to be hosted on the MCP may play a part in the
chosen RTOS and/or hypervisor. Decisions may be driven by how
flexible the architecture needs to be: can it be configured using PDIs,
does it support dynamic relocation, or will hardware features such
as Processor/Core Affinity [44,45] be employed? Again, rationale and
engineering judgement presented at this stage has the potential to
minimise challenges/re-work later in certification.

SOI+#1 questions

1. What is the proposed MCP architecture and is it clearly identi-
fied? The expected terminology is “AMP, SMP, and BMP”.

2. Are (all) software components that will be hosted on the MCPs
identified? Note: Software components include any part of the soft-
ware which may access MCP shared resources: software applications,
OSs, hypervisors, or Board Support Package (BSP)/drivers.

3. If RTOS/OS are planned to be used, what is their ‘certifiability
status’?

4. If hypervisors are planned to be used, what is their “certifiability
status”?

5. How are applications intended to be configured for the platform?
Note: the software architecture configuration method (e.g. PDI) and
leveraging of hardware features should be identified.

4.1.4. MCP_Planning 1.4: Identify any dynamic features provided in soft-
ware hosted on the MCP that will be activated, and provide a high-level
description of how they will be used

Discussion
AMC 20-193 includes notes associated with MCP_Planning_1 which
can be directed toward this sub-objective:

“(c) The dynamic features provided in software should include such
aspects as the dynamic allocation of software applications or tasks to
cores and any other software dynamic features that can affect the
execution of the software while it is executing”.

In addition, section 2.2.1 of the AMC also stipulates:

“justification for using dynamic allocation features within the scope
of this AMC may rely on robust and proven limitations that lead to
deterministic behaviour, such as restricted usage permitting the applicant
to claim equivalence to the conditions expressed in this AMC (for exam-
ple, multi-static allocation, i.e. selection of a prequalified configuration,
instead of pure dynamic allocation)”.

18 Noting that such an activity is to achieve compliance to the AMC,
it is acknowledged that the architecture will likely evolve throughout
the development. Therefore, such changes should be tracked and assessed
appropriately.

Computer Standards & Interfaces 96 (2026) 104049

Considering the AMC, along with the note, it is clear that a cor-
porate OS approach (such as Windows 11) to process allocation is not
within the scope of the AMC as it is determined and managed at run-
time. However, a pre-defined process allocation that is verified (as part
of MCP_Resource_4 activities), and captured within the certification
artefacts, is permissible. Further, the dynamic allocation of RTOSs/OSs
to different cores upon start-up is not considered within the bounds
of the AMC unless, again, this is part of the supplied certification
argument.

“Dynamic features provided in software” is also read to mean spa-
tial allocations such as how software may allocate memory or pe-
ripherals (such as serial and Ethernet, etc.). Temporal dynamic fea-
tures provided by software must also be considered, such as cases
where schedulers are employed within an RTOS (e.g. rate monotonic).
The certifiability of any dynamic software features employed, be they
Commercial-Off-The-Shelf (COTS) or bespoke, needs to be addressed.

SOI#1 questions

1. Are any dynamic features provided in software hosted on the
MCP identified, and if so is a (high-level) description of the
activation mechanism and purpose provided? Note: it is antici-
pated that significant inquiry may be required between applicant and
Design Authority wherever dynamic allocation is employed.

2. If a rate monotonic scheduling solution is to be employed, is it
a bespoke or off-the-shelf solution, and is it certifiable?

4.1.5. MCP_Planning 1.5: Identify whether or not the MCP will be used in
an IMA platform to host software applications from more than one system

Discussion

The intent of this paper is not to explain IMA, however, for the
purposes of this paper it is noted that IMA enables an incremental
certification approach for a platform to be undertaken. The intent
being that hosted applications can be independently verified, and credit
towards their approval achieved, prior to integration. Whilst is it not
required under the standard for IMA (i.e. DO-297 [37,46]'°) to identify
all the software applications that are going onto the platform, AMC
20-193 introduces a specific restriction with regards to IMA:

“this term refers to an integrated modular avionics MCP platform that
provides both robust resource partitioning and robust time partitioning
(as defined in this AMC)”.

Thus, the use of an IMA in the context of AMC 20-193 would mean
that the first of the two approaches to MCP_Software_1, MCP platforms
with robust partitioning, would be taken.

The rationale, when using an IMA on an MCP, should lead the appli-
cant at the early stages to identify any hypervisors and the RTOSs/OSs
intended for use (that support temporal and spatial partitioning). These
constraints should be captured within the responses to MCP_Plan-
ning 1.3. Given that these constraints are met, in line with DO-297,
identification of the ‘hosted’ software applications may be postponed to
a later stage of the certification process, leveraging the IMA principles,
and alleviating the need to support MCP_Planning_ 1.3 to the fullest
extent.

SOI#1 questions
See MCP_Planning 1.3.

19 Additional guidance regarding DO-297 is provided in AMC 20-170.



J. Sharp et al

4.1.6. MCP_Planning 1.6: Identify whether or not the MCP platform will
provide robust resource partitioning and/or robust time partitioning as
defined in this AMC

Discussion
The AMC 20-193 Definition for robust resource partitioning is given
as being achieved when:

* “software partitions cannot contaminate the storage areas for the
code, Input/Output (I/0), or data of other partitions (spatial);

* software partitions cannot consume more than their allocations of
shared resources (spatial and temporal); and

» failures of hardware unique to a software partition cannot cause
adverse effects on other software partitions (mitigation of a side
effect)”’.

The above definitions express that there is a need to identify
whether or not the MCP platform will provide robust temporal par-
titioning. This is achieved when, as a result of mitigating temporal
interference between partitions hosted on different cores, no software
partition consumes more than its allocation of execution time on the
core(s) on which it executes. Moreover, this is irrespective of whether
partitions are executing on none of the other active cores or on all of
the other active cores.

In addition to fulfilment of robust temporal partitioning, it is
also reasonable that failure detection/mitigation, along with recovery
plans/methods be considered. However, these should be addressed
when answering MCP_Error_Handling 1.

To sufficiently answer this objective, there is an implicit require-
ment to have answered the prior sub-objectives. Specifically, questions
around: the choice of AMP, SMP, or BMP; the use of dynamic features
provided in software; and whether an IMA is being employed. In an-
swering these earlier sub-objectives, it is expected that a clear rationale
for a robust partitioning in either or both resource and time is to be
accomplished.

It should be recognised that the viability of a temporally and spa-
tially robust partitioning system for MCPs has been called into question
in recent years.?

SOI#1 questions
Note: some of the questions provided below are repetitions, but must be
answered for the achievement of this sub-objective.

1. What is the intended MCP software architecture?

2. For the architecture identified, what is the approach used for
providing robust resource partitioning?

3. For the architecture identified, what is the approach used for
providing robust temporal partitioning?

4. What are the main causes for temporal interference by/between
cores? How will they be identified?

5. What schedulability approach will be applied, and how is this
planned to be assessed at the core and processor level?

6. If a robust time and resource partitioning approach is being
taken, has a credible approach been established? Note: such an
artefact would also be used for the satisfaction of MCP_Software_1.

4.1.7. MCP_Planning 1.7: Identify the methods and tools to be used to
develop and verify all the individual software components hosted on the
MCP so as to meet the objectives of this AMC and the applicable software
guidance, including any methods or tools needed due to the use of an MCP
or the selected MCP architecture

Discussion

20 For example, see https://www.lynx.com/embedded-systems-learning-
center/robust-partitioning-is-dead-what-now.
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The use of tools is ubiquitous within the development of embedded
software systems. Ignoring tools such as compilers and other non-
MCP specific tools (which are considered under DO-178C), there are
a variety of tools that may be used to support the development and,
more specifically support the certification of the use of an MCP. It
would be the responsibility of the applicant to determine where tools
may be used to support any certification argument made. Common
examples may include those that: support profiling of the MCP and/or
generate and configure demonic processes’’ [48] to stress test the
software architecture. Any, and all tools, that provide certification
credit (or derive certification evidence) should meet the requirements
of standards such as DO-330%* [49] (or equivalent).

SOI#1 questions

1. What are the methods and tools identified that are to be used
to develop and verify all the individual software components
hosted on the MCP?

2. What kind of tool support is available for critical configuration
settings?

3. What methods and tools are identified due to the use of an MCP,
e.g. to support interference mitigations?

4. Which software development and verification tools are planned
to be used?

5. Which of the identified tools require qualification and why?
Note: by implication, the software tools typically need to be classified
as per DO-178C and shown to be compliant (or equivalent) to
DO-330. A similar approach should be taken for AEH tools.

4.2. MCP _Planning 2

MCP_Planning 2 is partitioned into 4 specific sub-objectives that
should be addressed (and documented) as part of the planning phase.
Specifically, they concern the proposed MCP device and how partition-
ing of its shared resources are to be used.

4.2.1. MCP_Planning 2.1 Provide a high-level description of how MCP
shared resources will be used and how the applicant intends to allocate and
verify the use of shared resources (see Note a) so as to avoid or mitigate
the effects of contention for MCP resources and to prevent the resource
capabilities of the MCP from being exceeded by the demands from the
software applications and/or the hardware components of the MCP

Discussion

Hypervisors (and indeed separation kernels) may leverage dynamic
hardware functionality within an MCP device through features pro-
vided within the software [50]. For instance, exploiting the hardware
specification single root I/O virtualization (SR-IOV) [51] to create
multiple virtual instantiations of a network interface presented to the
hypervisor, one for each active core of the MCP, against a single
physical interface. Similarly, many MCP devices enable hardware par-
titioning of caches and memory [52]. It is these sorts of features which
should be considered when responding to this sub-objective. Indeed,
the following notes are provided within the AMC that are applicable
for this sub-objective:

“(a) The description of the use of shared resources should include
any use of shared cache (taking into account the time interference it
may cause due to cache misses or other effects) or shared memory
(taking into account the time interference and the data and control flow

21 The origins of demonic processes are not derived from the exploitation
of MCPs within safety-critical systems, but have become more prevalent
in response to their introduction, as witnessed by their ‘namesake’ being
employed in supportive tooling such as RapiDaemons [47].

22 Whilst AMC 20-193 does identify DO-330 within its reference section, it
is not explicitly referenced within the main body.
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effects it may cause, such as lockouts, race conditions, data starvation,
deadlocks, live-locks, or excessive data latency). The description of
shared resources should also include any use of shared interconnect and
take into account the time interference due to arbitration for access to
the shared interconnect.

The fulfilment of this sub-objective can, from the authors’ view,
be met through the introduction of a life-cycle strategy for interference
analysis. Not only would such an artefact provide detail on the types
of interference that require mitigation in the device, but also detail
what dynamic hardware functionality may be used and thus needs to
be considered. Further, such an artefact, as the name suggests, would
enable considerations on what and when different analyses should
be performed. It would also be a living document throughout the
development life-cycle and thus could be updated and cross-checked
through to completion of certification.

As previously mentioned within MCP_Planning 1.2, MCP devices
may contain core bias, which can be implicit as a result of the physical
properties of the chip. For instance, the proximity of a core to the MMU
may result in a biasing, or there may be an implicit arbitration within
the chips design between different aspects of the device (e.g. Periph-
eral Component Interconnect Express (PCle) vs Ethernet). A possible
example of interference considerations is provided by the US Army MCP
Interference Matrix [53].

It is noted, by the authors, that many modern MCP devices offer si-
multaneous multithreading (SMT) (e.g. Intel’s hyper-threading), which
utilises unused stages within each core’s pipeline to effectively provide
a virtual core. Decisions on the spare capacity of a cores pipeline is
undertaken in hardware, and may be highly non-deterministic. Possibly
due to the challenges associated with SMT, section 2.2.2 of AMC 20-193
states that “this AMC does not cover simultaneous multithreading, as this
issue is not specific to MCPs”.

SOI#1 questions
1. Is there a high-level description of how MCP shared hardware
resources will be used?
2. How does the applicant intend to allocate and verify the use of
shared resources, such as including the use of shared:

* caches, e.g. L2 and L3,

« external (to the MCP) memory,

- interconnect, e.g. internal buses or logic,

» 1/0, e.g. PCle, Ethernet, Universal Asynchronous Receiver-
Transmitter (UART), Inter-Integrated Circuit (12C)?

3. What are the foreseen interferences due to arbitration for access
to the shared resources? Note: This is about understanding the
constraints/behaviour of the targeted MCP, and may require initial
analysis to support any argument made.

4. Do the plans include a process for re-evaluation of interference
channels in line with MCP_Resource_Usage_3 (see
MCP_Resource_Usage_3 Note c)?

4.2.2. MCP_Planning 2.2: Identify the MCP hardware resources to be used
to support the objectives in this AMC

Discussion

Thus far, objectives have focussed on identifying possible areas
of non-determinism, and how these will be controlled or associated
features deactivated. However, for this sub-objective, the applicant is
expected to highlight any and all aspects of a device that are leveraged
of the hardware device to eliminate, mitigate, or control sources of
interference. These may be hardware controls for memory isolation
and core partitioning (e.g. Intel’s VMX/VT-x), virtualisation methods
to provide schedulability over shared resources (such as SR-IOV), or
leveraging of internal device registers to identify device state (e.g. core
activations).
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It is unlikely that the requisite detail required for certification for
such devices will be evident without complete access to the device’s
data sheets, or highlighted within certification packs. Thus, there is a
need for suitable data access agreements to be in place, e.g. via NDAs;
not only for the applicant but also potentially for the assessors.

SOI#1 questions

1. What are the MCP hardware resources that are to be used
to support the objectives in this AMC? Note: the hardware re-
sources could be Instruction Set Architecture (ISA)/device config-
uration hardware acceleration elements used to support resource
constraints e.g. Intel VT-x, or registers used for verification of cache
misses, for example.

2. Are the hardware resources identified from sources such as the
device’s data sheet? Has their role in supporting the relevant ob-
jectives been identified/mapped? Note: the use of some hardware
resources may require the exclusion of other hardware resources.

4.2.3. MCP_Planning 2.3: Identify any hardware dynamic features of the
MCP that will be active, and provide a high-level description of how they
will be used

Discussion

The complexity of modern processors may introduce internal mon-
itors that can control dynamic features that are not only leveraged
to improve energy efficiency, but may also be used to protect the
devices from damage. An example of this is Intel’s Management Engine
(ME) [54], which is able to reduce the frequency of a core, or indeed
an entire MCP device, to reduce thermal output when dangerous levels
are detected without interacting with any software. For a desktop or
data centre, this is considered a beneficial feature. However, for safety-
critical real-time operations such device features need to be identified
and assessed for suitability.?

Whilst many of the dynamic features of the hardware may need to
be mitigated, there may be some that are leveraged as part of a system
implementation. For instance, different modes of use (such as for op-
eration or maintenance) may require different dynamic configurations
(enabling/disabling of various I/0 or cores).

Thus, whilst a pre-defined configuration may be selected, the ad-
ditional features, designed for the safety of the device, must also be
considered. Specifically, the impact of these features should be assessed
so that they are eliminated, mitigated, or controlled.

SOI#1 questions

1. Are there any hardware dynamic features of the MCP that will
be active? Is a high-level description of how they will be used
provided? Note b of MCP_Planning 2 states: “hardware dynamic
features of the MCP include any features that can alter the behaviour
of the MCP or the hosted software during execution, for example,
energy-saving features (clock enable/gating, frequency adaptations,
deactivating one or more cores, or dynamic control of peripheral
access)”.

2. Have proprietary features, such as the Intel ME, been identi-
fied and assessed for impact on the application? Have these
features been eliminated, controlled, or mitigated (e.g. Intel ME
frequency throttling being sufficiently mitigated).

4.2.4. MCP_Planning 2.4: Identify the aspects of the use of the MCP that
may require a safety net or other mechanisms to detect and handle failures
in the MCP

Discussion
AMC 20-193 glossary includes a definition of ‘safety nets’ as:

23 An NDA maybe required to access this level of detail.
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“the employment of mitigations and/or protections at the appropriate
level of aircraft and system design as a means to satisfy the safety
objectives. The safety net methodology may be applied when it is assumed
that part of a system will misbehave. The safety net is by nature
independent of the source of misbehaviour. The safety net can include
passive monitoring functions, active fault avoidance functions, and con-
trol functions for effective recovery of system operations from anomalous
events”.

The intent of this sub-objective stems from the considerations of
MCP_Planning 2.2 and MCP_Planning 2.3, and highlights that an MCP
device may not necessarily be able to manage or mitigate failures itself.
Indeed, the fulfilment of this sub-objective should drive the compilation
of considerations to be managed within MCP_Error Handling 1. For
instance, it may not be possible for an MCP device to safely restart a
frozen or run-away core, but it may provide a set of output registers de-
tailing core state (that can be monitored through an external watchdog,
e.g. [11]). Thus, the output of this objective should be the identification
of considerations requiring either a secondary, external safety device,
or where specific device features may need to be employed in isolation
to the rest of the device to ensure safety. Note: Such considerations may
require the involvement of System Safety.

SOI#1 questions

1. What is the functionality of the MCP which operates in an
undesirable way (such as over temperature, frequency throttling,
Single-Event Effect (SEE), unavailable interface or resource, or
other generic features of the MCP)? Note: this task may require
the applicant to consider a risk-based approach and an examination
of the system-level fault analysis. Any considerations should be fed
as an input into MCP_Error_Handling 1.

2. What aspects of use of the MCP may require a ‘safety net’ or
other mechanisms to detect and handle failures in the MCP?
What assessment will be performed to show that the proposed
‘safety nets’ can detect and handle failures Note: This point is also
related to MCP_Error Handling 1.

4.3. MCP_Resource_ Usage_1: The applicant has determined and documented
the MCP configuration settings that will enable the hardware and the
software hosted on the MCP to satisfy the functional, performance, and
timing requirements of the system

Discussion

This objective is felt to be self-explanatory as its fulfilment is a nat-
ural consequence of completing MCP_Planning 1 and MCP_Planning 2
in conjunction with a justified design decision. For completeness, some
additional SOI #2 questions have been included.

SOI#2 questions

1. Is the device and hypervisor/separation kernel sufficiently un-
derstood to ensure that all applicable configuration settings are
correctly controlled?

2. Are the impacts of changes to the MCP, such as updates to mi-
crocode and configuration settings, considered and documented?

3. What verification activities will be applied to the applicable
configuration settings? This should include any proprietary con-
figurations provided by third-party vendors (e.g. customised
boot-loaders).

SOI#2-3 questions

Note: As SOI#2 may be conducted prior to full completion of the design
stage, some of these questions may not be fully addressed, and as such
require re-review at SOI#3.
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1. Has the applicant determined (to a reasonable degree of con-
fidence for SOI #2) and documented the MCP configuration
settings that will enable the hardware and the software hosted
on the MCP to satisfy the functional, performance, and timing
requirements of the system?

2. Have any deviations from the MCP_Planning 1l and
MCP_Planning_2 objectives been recorded and justified?

4.4. MCP_Resource Usage 2: Reserved. Covered by AMC 20-152A, Objec-
tive COTS-8

Discussion
Pro memori, from AMC 20-152A:

“Objective COTS-8: If the complex COTS device contributes to DAL A or
B functions, the applicant should develop and verify a means that ensures
an appropriate mitigation is specified in the event of any inadvertent
alteration of the ‘critical configuration settings’ of the COTS device. Note:
The mitigation means might be defined at the hardware, software, or
system level, or a combination of these. The mitigation means may also
be defined by the safety assessment process”.

AMC 20-152A defines ‘critical configuration settings’ as:

“Those configuration settings that the applicant has determined to be
necessary for the proper usage of the hardware, which, if inadvertently
altered, could change the behavior of the COTS device, causing it to no
longer fulfil its intended critical function”.

For MCP hardware it is important to recognise that critical config-
uration settings include device aspects such as enabled/disabled 1/0,
cores, buses etc., many of which may be settable within BIOS and
boot configurations. However, for modern processors (not just MCP
devices) critical configuration settings should also consider processor
microcode. The impact of changes to microcode was demonstrated
with the identification of the Spectre side channel attack [55]. The
security ‘fix’ introduced by microprocessor vendors was in the form of a
microcode update, resulting in significant processing speed penalties as
higher-level instructions were restructured to remove the attack vector
utilising speculative execution. This clearly illustrates that microcode
changes can have a significant impact to timings for hard real-time
systems.

Depending on the chip vendor, there may be various considerations
that should be taken into account when reviewing the critical configu-
ration settings of the hardware. For example, complex and independent
management functions operating on co-processors within the device,
such as the Intel ME not only providing monitoring functionality but
also a trusted computing base [56].

All of the above should be suitably captured and managed. It is also
advisable to have a strategy to support the application of necessary se-
curity updates to areas that may impact the fulfilment of the functional,
performance, and timing requirements of the system.

Whilst the MCP_Resource_Usage objectives naturally fall into SOI#2,
it should be noted that the management of critical configuration
settings for the hardware, particularly when they may be subject to
change should be considered during the planning stages of using MCPs.
A Hardware Configuration Change Strategy artefact, or similar, would
therefore be beneficial for inclusion within SOI#1.

SOI#2 questions
Note: These questions are included here for completeness, but may well
be answered within an associated AMC 20-152A argument.

1. How are inadvertent alterations to critical configuration set-
tings (such as enablement/disablement of the I/O and cores or
changes to memory/core speeds) managed?
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2. How are inadvertent changes to critical configuration settings of
the MCP prevented/mitigated?

3. Is a safety net, on-device and/or external monitor employed?
Note: this monitor may be in the form of CEH, such as a Complex
Programmable Logic Device (CPLD) or Field-Programmable Gate
Array (FPGA).

Note: The objective might also include the allocation of certain inputs
and outputs to specific cores, e.g. Intel VT-x changes for memory allocation
whilst running.

4.5. MCP_Resource Usage_3: The applicant has identified the interference
channels that could permit interference to affect the software applications
hosted on the MCP cores, and has verified the applicant’s chosen means of
mitigation of the interference

Discussion

This objective is, in part, achieved via the completion of
MCP_Planning_1 and MCP_Planning 2 in conjunction with a justified
design decision. Whilst verification techniques may have been explored
as part of the MCP_Planning_1 and MCP_Planning 2 activities, they are
not explicitly identified. Thus, for MCP_Resource_Usage_3 there is a
need to ensure that a suitable and robust verification methodology
is in place to either mitigate and/or eliminate interference channels.
To reiterate from the associated note for this objective: interference
may be “caused by the use of shared memory, shared cache, an in-
terconnect, or the use of any other shared resources, including shared
peripherals”; these should have been fully identified within the SOI#1
activities. The number of potential interference paths should not be
underestimated [57-59].

A further associated note with this objective states:

“If the applicant identifies interference channels that cannot affect the
software applications in the intended final configuration, then those
interference channels do not need to be mitigated and no verification
of mitigation is needed”.

Although the applicant may have identified interference channels
that do not impact the software in the final configuration, such channels
should be treated with caution and justification provided due to the
complexities of modern silicon devices. For example, there may be
functionality within the silicon that is not documented [60] but has
the potential to cause interference, and as such robust verification of
the final configuration of the device will be required.

Evidence should be provided to demonstrate that sufficient con-
trol measures can be enacted through the methodology proposed. For
example: what kind of cache policy is being applied and why? This
could consider functionality such as cache disabling, cache locking,
cache flushing, or cache partitioning. See US Army matrix [53] for
further considerations. Equally, publications exist [61] which highlight
techniques to reduce interference paths.

Addressing a further note (c) included against this AMC 20-193
objective, “the applicant should handle any interference channel discovered
at any time during the project in the same manner as in this objective and
these explanatory notes”. This note could be satisfied by the production
of a suitable artefact such as a life-cycle strategy for interference analysis
document, which was proposed in MCP_Planning 2.1.

There is a final self-explanatory note associated against this objec-
tive, summarised as: for an IDAL C system (where safety analysis does not
require robust partitioning), and if the applicant has chosen not to conduct
an interference analysis, a justification for the decision should be provided.
In this case the applicant should adhere to objective MCP_Software_1 (note
c), as this will impact the manner in which software verification may be
conducted.
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SOI#2 questions

1. Is the system IDAL C, and if so, has the applicant chosen not to
conduct interference analysis, and how is this justified?

2. If the system is IDAL C (or higher) and the applicant is conduct-
ing interference analysis, then how is confidence obtained that
the interference analysis is sufficiently complete?

3. Is a systematic or risk-based approach used to demonstrate
completeness of the analysis?

4. How has the applicant identified the interference channels that
could permit interference to affect the software applications
hosted on the MCP cores?

5. How has the applicant assessed that the chosen means of inter-
ference mitigation cannot affect the software applications hosted
on the MCP cores?

4.6. MCP_Resource Usage 4 The applicant has identified the available re-
sources of the MCP and of its interconnect in the intended final configura-
tion, has allocated the resources of the MCP to the software applications
hosted on the MCP, and has verified that the demands for the resources of
the MCP and of the interconnect do not exceed the available resources when
all the hosted software is executing on the target processor

Discussion

In interpreting this objective, the authors understanding is that
the objective covers three areas for consideration. First, all available
resources of the MCP, and of its interconnect (in the final configu-
ration for the system design) have been identified. This configura-
tion is established using the detail provided in MCP_Planning 2.1 and
MCP_Resource_Usage_3.

Second, the allocation of the resources of the MCP to the software
applications hosted on the MCP has been achieved, and is sufficiently
documented. In support of this, the software architecture should be
clearly identified, and the partitioning allocation across cores detailed
for the proposed design. This should include supporting evidence that
shows the rationale for the utilisation across cores remains within
the specified bounds. Again, this is likely to employ evidence from
prior interference analysis performed (such as that used for compliance
demonstration of the planning (sub-)objectives). Note that fulfilment
against this aspect of the objective may require further activities to be
undertaken.

Whilst this objective is not required for IDAL C, it is recommended
that the applicant considers (as good practice) the above aspects of this
objective.

Third, and finally, verification evidence is required to illustrate that
the demands for the resources of the MCP and of the interconnect
do not exceed the available resources. Such verification evidence is
required to ensure that: when all the hosted software is executing (on
the target processor), its execution holds for all Worst-Case Execution
Times (WCETs) scenarios. Definition of the worst-case scenarios in
support of this objective, and how these are determined therefore
needs to be shown. The worst-case scenarios would typically consist
of maximum utilisation of the MCP system (or a part thereof), in-
cluding normal and abnormal operation; but should not be the only
situations considered. In considering WCET, the complexities of modern
MCP should not be ignored; that is, features of the hardware make
identifying a deterministic WCET significantly harder [62]. Therefore,
the applicant could consider the probabilistic element to any WCETs
calculations made, this would naturally lead to obtaining Worst-Case
Probable Execution Times (WCPETS).

The authors also recommend that stress testing approaches [63]
should be considered at this juncture to support later verification ac-
tivities. Additionally, it may be prudent to consider early identification
of any software component(s) or set(s) of requirements for which
interference is precluded by design in support of MCP_Software_1.
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If the system proposes an IMA approach then have the robust
resource and timing constraints, as a consequence of IMA adoption,
been satisfied.

SOI#2-3 questions

Note: As SOI#2 may be conducted prior to full completion of the design
stage, some of these questions may not be fully addressed, and as such
require re-review at SOI#3.

1. Have all of the available resources of the MCP, and of its
interconnect, been identified within the final configuration?

2. Is the final configuration consistent with the detail articulated
within MCP_Planning 2.1 and MCP_Resource_Usage_3? If there
are any deviations, how have they been recorded and justified?

3. Does the proposed solution make use of IMA? If so, how does
the intended final configuration meet the IMA constraints?

4. Are there any software requirements or components that do not
impact the interference paths, and is there suitable rationale to
support the claim?

5. Is the software architecture clearly identified and justified and is
the partitioning allocation across cores detailed for the proposed
design?

6. Has the allocation of the resources of the MCP to the soft-
ware applications hosted on the MCP been fully defined and
documented?

7. What evidence details and justifies the partitioning argument
for the proposed design, and how does it align to any hyper-
visor/RTOS constraints?

8. What evidence demonstrates that the interference analysis has
been performed to support the proposed design? Note: this may be
captured within a ‘living document’, such as a ‘life-cycle strategy for
interference analysis’ (as proposed by the authors in
MCP _Planning 2.1 in support of suitable design life-cycle interference
analysis); if so, has this document been updated? Alternatively this
may be captured in other suitable artefacts, generated specifically for
this stage of involvement.

9. Whilst a full verification artefact is not necessarily expected (at
SOI#2), what evidence has been generated to support initial
confidence that the demands for the resources of the MCP and
of the interconnect do not exceed the available resources, when
all hosted software is executing on the target processor, and will
hold for anticipated WCET scenarios?

Note: whilst the majority of this objective may have been considered
under SOI#2 for design aspects, SOI#3 should consider this objective for the
Verification & Validation (VV) aspects as well, specifically the following:

10. What evidence demonstrates that the demands for the resources
of the MCP and of the interconnect do not exceed the available
resources, when all hosted software is executing on the target
processor, and holds for the WCET scenarios?

11. What evidence demonstrates that sufficient, suitable, and justi-

fiable scenarios have been defined for normal, abnormal, and

WCET?

Has test evidence been generated to ensure that the scenarios

have been satisfied? If stress testing is performed how has this

12.
been documented?
The applicability and completeness of response to these questions,

at a given SOI activity, will ultimately be determined on a system-by-
system basis, and at the discretion of the assessor.
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4.7. MCP_Software_1: The applicant has verified that all the software com-
ponents hosted by the MCP meet the objectives of the applicable software
guidance. In particular, the applicant has verified that all the hosted software
components function correctly and have sufficient time to complete their
execution when all the hosted software and hardware of the MCP is
executing in the intended final configuration

Discussion

The satisfaction of this objective covers the majority of the verifica-
tion evidence that is likely to be provided in support of an argument
toward AMC 20-193.

The reader may note (from the AMC) that, depending on the ap-
proach taken by the applicant for robust partitioning, the applicant
should consider either Section 4.7.1 or Section 4.7.2. Specifically,
Section 4.7.1 should only be considered where there is a robust par-
titioning solution for both spatial and temporal properties employed;
as would be the case with an IMA approach. For non-robust partitioning
solutions the fulfilment of this objective should follow Section 4.7.2.

4.7.1. MCP_Software_1: MCP platforms with robust partitioning

Discussion

This objective is felt to be self-explanatory: for systems employing
robust temporal and spatial partitioning, then software application may
be verified separately on the MCP, and the WCETs similarly separately
assessed. Indeed, as per the AMC guidance note (d): ‘verify separately’
and ‘determine the WCET separately’ mean to conduct these activities
without all the software executing at the same time on other cores of the
MCP.

SOI#3 questions

1. What evidence supports the claim that the MCP platform pro-
vides both robust spatial partitioning and robust temporal parti-
tioning?

2. Does the robust partitioning conform to a strategy, such as that
proposed in MCP_Planning_1.6?

3. Does the temporal resource partitioning support the WCETs
identified for all software applications on the target hardware?

4. How has the applicant verified that all the software compo-
nents hosted by the MCP comply with the applicable software
guidance? Note: this verification should include WCET results.

4.7.2. MCP _Software_1: All other MCP platforms

Discussion

There may be scenarios where components of the software in-
tended to be run on an MCP may not have any impact on, or utilise,
interference channels. Whilst this is unlikely for the majority of soft-
ware targeted for execution on an MCP, as per MCP_Resource_Usage_4,
such software will still require verification activities in-line with the
applicable software guidance.

Current MCP devices have the potential to provide spatial parti-
tioning at the hardware level, for instance Intel’s VT-x [64]. However,
there may be arguments made where hardware capabilities for spatial
partitioning are not leveraged (these should have been identified as
part of MCP_Planning 2). Where spatial partitioning is not leveraged
via certifiable hardware functionality, verification evidence must be
provided, perhaps against a suitable SOI#1 artefact (e.g. a robust
spatial partitioning strategy).

With respect to robust temporal partitioning, whilst there may be
options through some software hypervisors and RTOS combinations,
these may have the potential to significantly limit the utilisation of MCP
devices. However, from the authors’ understanding, robust temporal
partitioning is far less likely to be achievable via currently available
hardware features alone.
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For the most part, illustration of sufficient temporal partitioning
(such that interference paths are suitably mitigated) will need to be il-
lustrated through processor profiling,?* introduction of sufficient safety
margins (as has previously been enacted for Single-Core Processors
(SCPs) [65]), and extensive on target testing of the full, final software
configuration. As per MCP_Resource_Usage_4, this extensive on target
testing must consider normal and abnormal testing of each software
component in conjunction with the rest of the software system. Target
testing should also consider stress-testing techniques as well (outside
of expected boundaries of operation). There has been significant work
in both academia and industry to support the creation of demonic
software components (e.g. [12,47]) to aid in this type of testing.

Fundamental to this objective is AMC 20-193’s Note b, which states:

“The robustness testing mentioned above is intended to cover the specific
aspects of an MCP that are not specifically covered by the standard
verification activities described in the applicable software guidance”.

From the above note it is expected that supportive evidence against
this objective will be directed toward MCP robustness testing, and not
that of individual software components. All the interfaces between the
hosted software and the hardware of the MCP should be included in
the (robustness) testing. Furthermore, as is identified within the AMC’s
associated note for this objective, Note e, there is the potential that
“interference may occur between tasks of a single component, when the tasks
execute on different cores”. The applicant should specifically consider the
impact on interference paths for such cases.

Finally, a caveat, as introduced by Note c of this objective: if the
MCP hardware and all of the software applications hosted on the MCP
have a highest IDAL of IDAL C, and the applicant has not conducted
an interference analysis (as per MCP_Resource_Usage_3 Note d), the
hosted software components cannot be verified separately, and WCETs
cannot be determined separately. In this case, it is necessary to perform
testing “on the target MCP with all software components executing in the
intended final configuration, including robustness testing of the interfaces of
the MCP”. In the authors’ opinion, this scenario is not desirable, and
thus we encourage the fulfilment of MCP_Resource_Usage_3 for IDAL C
as a means to ease compliance demonstration.

SOI+#3 questions

1. Has the applicant defined the scheduling approach and pro-
vided sufficient rationale? Note: for MCP platforms with robust
partitioning, this may have been defined in MCP_Planning 1.6 [66].

2. How has the applicant verified that all the software components
hosted by the MCP comply with the applicable software guid-
ance? (Applicable software guidance: AC 20-115 [31], or equiva-
lent, and any project-specific guidance).

3. Has the applicant identified any software component(s) or set(s)
of requirements for which the interference identified in the
interference analysis is mitigated or is precluded by design? If
so, how has this been verified?

4. How has the applicant verified that software components or sets
of software requirements for which interference is not avoided or
mitigated? Note: these should be tested on the target MCP with all
software components executing in the intended final configuration,
including robustness testing of the all the interfaces of the MCP.

5. How has the applicant ensured that all the hosted software com-
ponents function correctly and have sufficient time to complete
their execution when all the hosted software and hardware of
the MCP is executing in the intended final configuration?

6. Have any additional interference paths been identified as part
of this activity (for example derived in response to software
architecture decisions) that were not previously identified, and
have they been suitably captured and mitigated?

24 Processor profiling is discussed as part of the potential strategy for
fulfilment of MCP_Planning_1.1.
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7. If tasks from a single component are allocated to different cores,
has interference analysis been conducted to analyse and mitigate
any interference issues between these tasks?

8. What evidence demonstrates that all interfaces between the
hosted software and the hardware of the MCP have been in-
cluded within the testing?

4.8. MCP_Software_2: The applicant has verified that the data and control
coupling between all the individual software components hosted on the same
core or on different cores of the MCP has been exercised during software
requirement-based testing, including exercising any interfaces between the
software components via shared memory and any mechanisms to control the
access to shared memory, and that the data and control coupling is correct

Discussion
Definitions for data and control coupling are available within Annex
B of DO-178C [1], given as:

“Data coupling - The dependence of a software component on data
not exclusively under the control of that software component Control
coupling - The manner or degree by which one software component
influenced the execution of another software component”.

These are generally verified through a combination of: review and
analysis of software architecture, review and analysis of source code,
and requirements based testing confirmed by structural coverage analy-
sis. The applicability of data and control coupling is equally applicable
when implementing software on an MCP, and even more so across
cores where temporal variability (brought about by interference) has
the potential to impact these further.

Thus, not only must data and control coupling be considered for
each core, but also across cores as the potential to introduce scenarios
such as ‘deadlock’ and ‘livelock’ increase. Furthermore, there are poten-
tials for stale, locked, and unsynchronised data scenarios that must also
be considered and mitigated. As such, an overall approach or strategy to
mitigating the ill-effects of data and control coupling may be warranted
and could be defined within the planning stages.

It should be recognised that data and control coupling is non-
trivial [67] when looking to provide sufficient verification evidence,
and as such a sympathetic note is raised within the AMC:

“When this objective cannot be completely met during the software ver-
ification, applicants may propose to use system-level testing to exercise
the data and control coupling between software components hosted on
different cores”.

SOI#1 questions
1. Has a strategy been developed that considers data and control
coupling which is supportive of the proposed architecture? Note:
this should include individual core and cross-core coupling.

SOI+#2 questions
1. Has the applicant identified data and control coupling between
all the individual software components hosted on the same core
of the MCP?
2. Has the applicant identified data and control coupling between
all the individual software components hosted on different cores
of the MCP?

SOI#3 questions

1. Has the applicant verified that the data and control coupling be-
tween all the individual software components has been exercised
during software requirement-based testing?

2. In data and control coupling verification, has the applicant
included exercising the interfaces between software components
via shared memory and any mechanisms to control the access to
shared memory?
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3. Has the applicant verified that the data and control coupling in
accordance with its strategy (e.g. with respect to the intended
design and/or requirements definition)?

4. If verification is not completely possible at the software level,
has evidence been provided of system-level tests that provide
evidence in support of the objective?

5. In the context of data and control coupling, has the appli-
cant performed an interference analysis for tasks of a single
component that are executed on different cores?

4.9. MCP Error Handling 1: The applicant has identified the effects of fail-
ures that may occur within the MCP and has designed, implemented, and
verified means commensurate with the safety objectives, by which to detect
and handle those failures in a fail-safe manner that contains the effects of
any failures within the equipment in which the MCP is installed. These means
may include a ‘safety net’ independent from the MCP

Discussion

The response to this objective is ultimately determined by the
hardware and resultant software system chosen, hence the applicant
has a significant amount of scope in which to respond. Note: the term
‘Safety net’ is mentioned in this objective, it is defined within the AMC and
is quoted within this paper in MCP_Planning 2.4. Dependent on the final
software configuration and capability of the hardware, the use of safety
nets, which should be based on an assessment of the overall system,
may be employed on:

+ a separate area of the hardware device (such as Intel’s Safety
Island [68]),* or

» an external AEH device (utilising Watchdog Timers (WDTs),
heartbeats, I/0 monitoring etc.)

A complete solution to support error handling may involve using
multiple safety nets (as shown above). This will ultimately entail suit-
able identification of failures and there detection, along with recovery
plans/methods be employed.

The main aim of this objective is to provide measures where in-
terference mitigations cannot be fully overcome, or where there may
be shortfalls within the proposed solution. The shortfalls may not be
failures of the system, but as a consequence of intentional features
that cannot otherwise be overcome. For example, identification and
management of thermal throttling of processor frequencies can be used
to protect the device, however, this can adversely impact hard real-time
requirements.

The considerations and proposed/implemented mitigations will be
built up throughout the design life-cycle, and thus will likely be driven
out of initial investigations under MCP_Planning 1, MCP_Planning 2,
and continue through the subsequent SOI stages and associated objec-
tives.

SOI#1-4 questions

1. What safety assessment has been performed to identify failures
that may occur within the MCP and the effects on the overall
system?

2. What fail-safe mechanisms have been identified that contain the
effects of any failures within the equipment in which the MCP
is installed?

3. What fail-safe mechanisms have been identified that contain
the effects of any previously unmitigated features within the
equipment in which the MCP is installed?

4. Has the applicant identified a strategy to allow the system and
the MCP to fail in a safe manner?

25 A separate core of the same device may also be employed as part of a
wider safety net strategy.
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5. Has a ‘safety net’ strategy been identified and how has the MCP
system been implemented in accordance with this strategy?

6. How has the implementation of the ‘safety net’ strategy been
verified?

The following considerations should be taken into account when
satisfying this objective:

« This objective does not apply below IDAL B.

» The means to detect and handle failures in a fail-safe manner may
include a ‘safety net’ independent from the MCP.

» The development of a possible safety net strategy should include
interactions with stakeholders, such as system safety, software,
hardware, and equipment engineers.

» The placement of safety nets should be supported by system safety
analysis, which systematically looks at the system to identify
where to place them.

+ Safety nets may include any mechanism that monitors other
processes, such as Built-In-Test (BIT), health monitoring systems,
WDT, and parity checks.

4.10. MCP_Accomplishment Summary_1: In addition to providing the in-
formation requested by the applicable software and AEH guidance, the
applicant has provided documentation that summarises how they have met
each of the objectives of the AMC

Discussion

This objective has similarities with the production of a Software
Accomplishment Summary (SAS)/Hardware Accomplishment Summary
(HAS) (as per DO-178C/D0-254), in that its fulfilment illustrates how
the objectives have been achieved (at a high-level) and directs the
reader to the location of the detailed evidence supporting the overall
argument against the guidance/standard.

It may be beneficial for the applicant to include the MCP’s specific
plans and accomplishments within documents, such as the Plan for
Software Aspects of Certification (PSAC), Plan for Hardware Aspects of
Certification (PHAC), SAS, and HAS. If the applicant decides to have
a dedicated set of MCP documentation, it may also be beneficial to
follow the equivalent structure of this software and AEH guidance, and
introduce a ‘Plan for Multi-core Aspects of Certification’ and ‘Multi-core
Accomplishment Summary’ documents.

5. Evaluation and wider considerations

In developing the Job Aid questions contained within this paper,
the authors acknowledge that the questions are linked to our interpre-
tations of the AMC objectives and an associated mindset developed in
response to in-depth group discussions. Whilst it is clearly not feasible
to completely convey this mindset, the authors have attempted to ar-
ticulate this within the discussions in the previous section. Ultimately,
any implementation of guidance/standards will involve an element
of interpretation of objectives to both develop and assess a system.
Therefore, there is a strong reliance on the knowledge and experience
of the individuals involved in such assessments.

5.1. Alignment of AMC 20-193 to SOI reviews

The authors’ initial work [69] presented a tabular representation
identifying the 4 SOI stages, against which the 10 objectives of AMC
20-193 were applicable. As a result of the further work undertaken,
as presented in this paper, this position has been scrutinised and the
updated position reflected in Table 1.

This mapping helped to align the objectives to stages and to struc-
ture the activities for AMC 20-193 review. The mapping also had the
benefit of highlighting the iterative nature of the objectives through the
SOI process, and will be discussed further in the next section.
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Table 1
AMC 20-193 objectives mapped to SOI reviews.
SOI#1 SOI#2 SOI#3 SOI#4

MCP_Planning_1 [ ] J
MCP_Planning 2 [ ] ]
MCP_Resource_Usage_1 [ ] [ ] 1
MCP_Resource_Usage_2 [ ] ]
MCP_Resource_Usage_3 [ ] 1
MCP_Resource_Usage_4 [ ] [ ] 1
MCP_Software_1 [ ]
MCP_Software_2 [ ] [ ] [} ]
MCP_Error_Handling_1 [ ] [ ) [ ) [ )
MCP_Accomplishment_Summary_1 [

Key: @ = main objective effort; D = confirmation effort.

5.2. Wider considerations

Whilst the following is not explicitly required by the AMC, these
considerations may be classed as good engineering practice.

1. Whilst not always explicitly recognised within the aviation in-
dustry, there is a wider acknowledgement within the safety-
critical world of the challenges brought about by the use of MCP
devices. For instance, [70], Cerrozala et al. recognise that there
is also a need to consider the reliability of the devices. As a result
of the reduction in overall SWaP and the subsequent increased
competition for shared resources, the reliability of the devices
become paramount.

The reduction in technology node sizes introduces further re-
liability challenges that should be considered: in the selection
of the processor family, in the mitigation strategies, and in the
‘safety nets’ employed. These reductions in technology node sizes
results in higher susceptibility to harsher environments [70],
and indeed as has been witnessed in data centres, in the form
of silent data corruptions [71] that are (in part) a consequence
of these reduced node sizes. In [72], Lofwenmark and Nadjm-
Tehrani identify the impact of fault injection techniques on the
WCET, and highlight where areas of concern exist with respect
to hardware integration and timing predictability.

Whilst AMC 20-193 does not explicitly consider reliability of
devices, this is a system-level consideration that needs to be
addressed; particularly when attempting re-hosting activities for
extant platforms.

2. Further consideration should be given towards AMC 20-152A
COTS-4 with regard to the applicant’s modification of Microcode;
this is discussed further in Section 5.3.

3. The authors note that there is no explicit reference made to the
processes underpinning the safety activities in support of gener-
ating the AMC 20-193 objectives and associated artefacts. That
is, internal reviews/Quality Assurance (QA) processes, Configu-
ration Management (CM) etc. are not highlighted. It is implicitly
expected that these activities (detailed within DO-178C & DO-
254) would be employed through the relationships to safety as
illustrated in Fig. 1.

4. Whilst it is not the intent of this paper to delve into the detail,
security is an important consideration with any solution, with
safety informing security (and vice versa). However, again the
AMC does not explicitly call out to any security considerations.
Guidelines for security considerations do exist (DO-326A [73]
and DO-355 [74]), however these have a system-level focus and
may not consider the MCP-level. It would be remiss to not men-
tion the security challenges of modern electronic devices, which
are also applicable to AEH, such as side channel attacks. With
the increasing connectivity, and complexity of avionics systems,
security is becoming ever more important, and would, in the
authors’ opinion, warrant several papers to do this topic justice.
This aside, it is beneficial to consider both safety and security in
conjunction with other properties of a system, which are encap-
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sulated under the term ‘dependability’ [75]. Under the heading
of dependability faults, errors and failures can be considered
from both perspectives, along with measures of protection and
mitigation.

. Finally, an MCP implementation does not necessarily result in

performance improvements, there are evidenced cases [76] of
significantly degraded performance due to an MCP implementa-
tion, even when cache partitioning techniques are employed.

5.3. Insights from other MCP guidance

AMC 20-193 is the recognised means of compliance for MCP (as
discussed in Section 3), however, within the defence domain, another
means of compliance exists (AA 22-01 [29]). The authors note at this
point that the level of granularity between the AMC and the AA is
different, with the AA being more explicit, and what could be argued as
more restrictive. From previous Defence Science and Technology Lab-
oratory (Dstl) internal work, it was identified that 4 criteria within AA
22-01 can be considered advantageous® in addition to the objectives
of AMC 20-193. These are discussed as follows:

“15.2.7.1 Susceptibility of the MCP to Single Event Upsets (SEUs)
is identified. Effects of SEU occurrences on the MCP are detectable
and mitigated by Software Processing Architecture (SPA) design”
Acknowledgement of this within a guideline is seen as key when
considering modern devices. Although SEU effects are considered
within system assessments, they are only implicitly considered
within current civil guidelines.?” This is also discussed within item
(1) of Section 5.2.

“15.3.1.3 For cores supporting Safety Critical Functions (SCFs) , the
lowest level cache is dedicated in its physical entirety to its respective
core. Additionally, higher levels of cache are dedicated to cores either
in their physical entirety or through use of a partitioning approach
that allocates portions of cache to individual cores. Cache partitioning
approaches do not unacceptably degrade SCF performance” Dedi-
cated lowest-level cache for each core is not explicitly identified
as a requirement within AMC 20-193. There is potential intent as
several of the objectives relate to reducing, controlling, or miti-
gating interference paths (such as MCP_Planning 2.1 and MCP_Re-
source_Usage_3). The explicit nature of this requirement ensures
removal of one, if not the, most impacting interference channel.
“15.3.1.13 Microcode update mechanisms are identified and a control
plan established that prohibits unauthorized updates by controlling
and authorizing updates only after thorough evaluation and test.
Microcode update procedures are repeatable, consistent, and include
methods for verifying the correctness of the installed update. Updates
do not have a detrimental impact on SCF processing” Recognising
that the intent of AMC 20-193 is to be enacted in conjunction with
AMC 20-152A, an element of this criterion is addressed under
objective COTS-4:

If the microcode is not qualified by the device manufacturer or
if it is modified by the applicant, the applicant should ensure
that a means of compliance for this microcode integrated within
the COTS device is proposed by the appropriate process, and is
commensurate with the usage of the COTS device.

However, it is felt by the authors that, given the increased focus
on security, that the COTS-4 objective may not go far enough. By
contrast, AA 15.3.1.13 considers microcode not just from platform
inception but that there may be a requirement for it to be updated
through-life and managed accordingly. In doing so, additional
activities in support of authoring qualified microcode must be

26 Noting that AA 22-01 still has a draft status.
27 AMC 20-152A provides an implicit link to EASA CM AS-004 [77].
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considered. Such an update would also likely impact the resource
utilisation of some, if not all, the software components (as we
previously noted in reference to [55]); as identified within this
AA criteria.

“15.5.3.7 Safety Supporting Software Elements (SSSEs) do not imple-
ment redundant functionality across cores/Virtual Machines (VMs)
within the same physical MCP as a replacement for, or means to
eliminate, physical redundancy” This final differentiator between
AA 22-01 and AMC 20-193 is perhaps the most important to
raise. Whilst it may implicitly be considered within a system-level
design decision, to ensure safety is preserved in the presence of
hardware failure, redundant safety-critical software components
must not reside on the same physical devices. As such, it is highly
recommended that the intent of this criteria is upheld wherever
practicable. In fact, the authors consider that this could be taken
further, and that dissimilar hardware be used to avoid common
mode failure [78].

5.4. Critique of approach

The methodology used, as set out in Section 1.1, provides a struc-
tured approach that uses SME expertise to provide an agreed under-
standing of the AMC objectives. However, it is recognised that the
validity of this approach is limited by the experience and expertise of
the SME participating in this study.

In creating a set of considerations, underpinned by current and cred-
ible material, a sound foundation for the development of a MCP Job Aid
has been achieved. When undertaking this work it became apparent
that there was a necessity to draw, not just from the formal literature
(academic), but from grey literature (whitepapers, blog posts etc.) as
well. This was necessary because, although there is an abundance of
research discussing interference paths within MCP and their potential
impact for safety critical systems, there is very little in the literature
that readily supports understanding and answering the objectives as
laid out in the AMC.

Thus, the authors have used caution and expert judgement when it
was required to use non-academic sources, such that they support the
output of this study. Furthermore, the intent of the paper has been to
provide a harmonised interpretation of the AMC to support both the
applicant and assessor.

Finally, due to the background of the SMEs in this study the outputs
can be considered as having a Defence bias, when interpreting a civil
standard. However, it is worth noting that defence regulation is often
considered ‘as civil as possible, as military as necessary’. As such, it is
considered that the potential impact of this bias is minimal. In addition,
the choice to undertake this work using SMEs from more than one
nation provides more of a consensus view than that of a single nation.

Concerning the questions Q1 and Q2 posed in Section 1.1. Q1 has
been summarised by Table 1, which shows how the AMC objectives
should be addressed within the various stages of the SOI reviews. As
is evident from Table 1, whilst a structure can be applied to align
to the development lifecycle it is not simplistic. There is a need to
support more objectives earlier in the lifecycle than might be originally
anticipated from an initial reading of the AMC. In fact, there is a
continuing ‘building’ of artefacts and revisiting of objectives throughout
the SOI engagements.?®

In answering Q2, we would be remiss if we did not reflect on the
potential impact of re-introducing Job Aids where others have been
withdrawn, as highlighted in Section 2. As is identified throughout
the paper, the use of MCPs for aviation is non-trivial, introducing
complex challenges that span across multiple specialisms. Specifically,
within the aviation domain, the use of MCPs are still considered to
be a significantly novel technology. As the complexity increases with

28 As is expected, all artefacts are revisited in SOI#4 to some degree.
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the use of MCPs the dangers associated with a ‘checklist’ solution are
far outweighed, in the eyes of the authors, as it provides an effective
method of structuring and assessing a complex system for certification.
Furthermore, as has been highlighted, the questions introduced within
Section 4 are by no means a complete set, that if answered, will lead to
a successful certification argument against the AMC; each application of
an MCP will require specific knowledge and a tailored approach. The
work of this paper further indicates that there is no ‘silver bullet’ to
certification of MCPs. It is considered that a suitable set of questions has
been identified that provide context and a harmonised interpretation,
sufficient to initiate and guide SOI interactions.

6. Conclusions, recommendations & next steps

This paper presents guidance that can be used towards forming a
Job Aid, but not a finished Job Aid that can be used to assess MCPs.
Furthermore, it does not provide a ‘complete’ question set to be used in
a Job Aid. It provides supportive guidance to enable the key areas and
salient points that should be considered when assessing and addressing
the AMC’s objectives.

The discussion and the questions in the paper are intended to
provoke debate/dialogue within reviews, and to help to provide a
harmonisation of the expectations of the objectives. Fundamentally, it
is hoped that the paper will support a common understanding of the
objectives’ intent between regulators, assessors, and applicants.

When mapping AMC 20-193 objectives to the SOI reviews (Table
1) it was clear that the objectives are intrinsically interwoven. Some
of the objectives (such as the management of critical configuration
settings) require planning activities, but are implicitly associated with
later SOIs. To efficiently demonstrate compliance to the objectives it
is advised to identify these objectives and plan for them as best as
possible, potentially even incorporating company strategy plans, like
for hardware configuration changes. Whilst considered obvious, plan-
ning objectives are increasingly important: they lead the way towards
compliance with the other objectives and help to resolve interpretation
issues/ambiguities.

Although MCP certification may often be expected to be addressed
by software, suitable and sufficient consideration must also be given to
system and hardware aspects. The focus and expertise to deliver against
AMC 20-193 requires the coordinated insights of multiple experts from
different domains; importantly, cross-domain SQEP SMEs are needed.

In developing the paper, we have identified benefits to producing
several strategy artefacts to aid certification compliance:

* Life-Cycle Strategy for Interference Analysis: Throughout the life-
cycle there may be unexpected changes, in response to the devel-
opment, to the intended final configuration. The ability to capture
the approach to identification, analysis, assumptions raised, and
the resultant interference paths, which may impact the system
within a single artefact is considered advantageous.

Hardware Configuration Change Strategy: It is not unreasonable to
provide a method for managing changes to the hardware con-
figuration, due to factors such as: the increasing complexities in
hardware, the potential for increased microcode updates, and the
potential need to perform through-life updates that may require
the use of additional cores. How such changes will be assessed
throughout the life of the system (not just the development)
must be considered. Reasonably, any changes are unlikely to
be driven from a safety perspective, but rather in response to
security concerns or capability upgrades. The production of such
an artefact would also be beneficial in supporting DO-326A and
DO-355 security activities.

Data and Control Coupling Strategy: An often misinterpreted con-
cept for software is that of data and control coupling management
and consequently there has been confusion about what is meant
by the associated DO-178 objective [67]. The introduction of
MCPs compounds the challenges, with considerations required for
data and control of both the core and cross-core coupling.
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« Safety Net Strategy: As has been discussed throughout this paper
‘safety nets’ may be required to mitigate hardware, software, or
system-level shortfalls. However, in the authors’ and others [79]
experience, safety nets (if used incorrectly) have the potential
to be detrimental to a safety argument rather than strengthen a
position. Thus, it is fundamental to: specify and consolidate how
safety nets are to be employed, when they are to be employed,
and mitigate any detrimental impact.

Whilst we have chosen to use the word ‘strategy’ in the title of
the above artefacts (thus emphasising their inclusion at the earliest
stages of development) they should be considered as living documents,
and should be updated as and when the need arises, in support of
the overarching certification argument. In addition, the certification
argument itself may need to be updated due to changes within the
artefacts to reflect the two-way information interaction.

It is the intention of the authors to adopt the questions presented
in this paper in their upcoming certification assessment work. Due
to project-specific restrictions it is highly unlikely that detailed infor-
mation may be shared, although it may be possible to share lessons
learnt. It is the authors’ hope that this paper provides sufficient details
for practitioners to use this work, and thereby contributing to the use
of MCPs for meeting airworthiness requirements in civil and military
aviation.

Future endeavours could look to see how the questions generated
within this work could be incorporated into proposed frameworks
such as the Argumentation Pattern Notation [80], which provides a
top down approach to structuring a certification argument [20]. For
instance, the questions proposed here could well be introduced as
templated constructs within such a model-based certification approach.
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