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ABSTRACT
Coordination is a well established computing paradigm with a
plethora of languages, abstractions and approaches. The functional
coordination language TeamPlay follows the approach of exoge-
nous coordination and organises an application as a streaming
data-flow graph of independently operating, state-free components.

In this work we capitalise on this stringent application archi-
tecture for fault-tolerance against both permanent and transient
hardware failure. We extend the TeamPlay language by a range of
fault-tolerance features to be selected by the system integrator. We
further propose a multi-core runtime system that is able to isolate
hardware faults and manages to keep an application running flaw-
lessly in the presence of hardware failure by adaptively morphing
the application.

CCS CONCEPTS
• Software and its engineering → Concurrent programming
structures;Control structures; Functional languages;Concur-
rent programming languages;Data flow languages;Very high
level languages; • Computer systems organization → Real-
time languages; Real-time system specification; Embedded
software.
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TeamPlay language, coordination, robustness, fault-tolerance, re-
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1 INTRODUCTION
Cyber-physical systems (CPS) are computing systems that interact
with the physical world via sensors and actuators [5]. Examples are
manifold and range from self-driving cars and autonomous drones
to automated manufacturing and building control.
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Cyber-physical systems commonly have non-functional require-
ments on timing, energy consumption or fault-tolerance [28, 32] re-
quirements that involve trade-offs: e.g., executing a task in less time
usually incurs higher energy consumption. Adding fault-tolerance
through some form of redundancy likewise increases energy con-
sumption and response time, or requires additional hardware to
meet deadlines. Safety-critical systems require extensive testing,
validation and verification, which is hard to do if non-functional
properties, like fault-tolerance, are intertwinedwith functional code
[28, 32, 37].

We propose the coordination language TeamPlay [35] for a com-
plete separation of concerns between functional code and the man-
agement of non-functional properties of cyber-physical systems
running on heterogeneous parallel platforms. Functional code im-
plements individual software components with defined behaviour,
manageable size and determined non-functional properties, mainly
worst-case and average execution time and energy consumption
when executed across the range of compute facilities of a hetero-
geneous platform. The TeamPlay coordination code integrates the
components into a cyber-physical system and manages the non-
functional properties on global high level. Our design ensures that
computational code within components can focus on functional
correctness while letting the coordination code actively manage
system-level integration and non-functional objectives.

In this paper we describe our current work capitalising on the
two-layered software architecture enforced and implemented by
TeamPlay for increasing the robustness of cyber-physical systems
against permanent and transient hardware faults. Permanent failure
of one core in a heterogeneous multi-core system does not necessar-
ily incur total system failure provided the faulty core can be isolated
and spared in the execution of the cyber-physical system through
migration or generally re-allocation of software components to
hardware units. Transient faults, also known as single event up-
sets, can occur any time and anywhere and may lead to erroneous
computational results, non-termination (if a bit flip occurred in the
control logic of the code) or premature termination by means of
some form of exception.

Both permanent and transient hardware failure can lead to crash
faults, i.e., faults that are directly observable in the software and
that would lead to immediate system failure if not treated properly.
In contrast, transient faults or single event upsets may likewise
incur erroneous computational results that would normally remain
unnoticed from a software point of view. We call these transient
faults data faults. In the world of cyber-physical systems (and not
only here) their consequences could be equally sever or even more
dramatic than blunt but visible system failure.
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Such consequences can be avoided or at least their effect mit-
igated if we capitalise on the redundancy potential of (heteroge-
neous) parallel hardware. More precisely, we aim at exploiting
some of the redundant hardware facilities for redundant computing
including detection and mitigation of hardware faults. In princi-
ple, software fault-tolerance schemes, such as check-point restart,
standby, N-modular redundancy or multi-version programming
are well-known. However, their conventional application in a soft-
ware system clutters the code, seriously reducing its maintainability.
Furthermore, in cyber-physical systems the impact of increased
fault-tolerance on non-functional objectives such as time and en-
ergy is at best unclear.

Here, we capitalise on the TeamPlay coordination model for
the design of cyber-physical systems. We extend the TeamPlay
language by facilities to augment coordination code with fault-
tolerance directives on a per-component granularity. This provides
the system integrator with fault-tolerance at the finger tips. At the
same time, our design permits schedulers and schedulability an-
alyzers to take redundant execution of components into account.
Last but not least, we present a fault-tolerant runtime environment
that executes TeamPlay code on heterogeneous parallel architec-
tures implementing the various fault-tolerance options provided.
We make the following contributions:

(1) facilitate the management of fault-tolerance strategies in a
coordination context;

(2) devise an adaptive, fault-tolerant runtime environment for
TeamPlay

all while maintaining the strict separation of concerns between
functional code on one hand side and the management of non-
functional properties on the other hand side.

The remainder of the paper is organised as follows. In Section 2
we revisit the exogenous coordination model underlying the Team-
Play language and introduce the language itself to the degree neces-
sary. In Section 3 we introduce our fault-tolerance extensions while
we explain our adaptive, fault-tolerant runtime environment in
Section 4. We sketch out related work in Section 5 before we draw
conclusions and illustrate directions of future work in Section 6.

2 COORDINATION MODEL AND LANGUAGE
The term coordination goes back to the seminal work of Gelernter
and Carriero [15] and their coordination language Linda. Coordina-
tion languages can be classified as either endogenous or exogenous
[3]. Endogenous approaches provide coordination primitives within
application code; the original work on Linda falls into this category.
We pursue an exogenous approach that fully separates the concerns
of coordination programming and application programming.

2.1 Components
Our exogenous approach fosters the separation of concerns between
intrinsic component behaviour and extrinsic component interaction.
The notion of a component is the bridging point between low-level
functionality implementation and high-level application design. We
illustrate our component model in Figure 1. Following the keyword
component we have a unique component name that serves the dual
purpose of identifying a certain application functionality and of
locating the corresponding implementation in the object code.

contracts:

time

energy

robustness

input

output

state

component
code

state *

Functional
contracts:

* *input outputNon−functional

<name>

Figure 1: Illustration of component model

A component interacts with the outside world via component-
specific numbers of typed and named input ports and output ports.
As the Kleene star in Figure 1 suggests, a component may have zero
input ports or zero output ports. A component without input ports
is called a source component; a component without output ports
is called a sink component. Source and sink components form the
quintessential interfaces between the physical world and the cyber-
world characteristic for cyber-physical systems. They represent
sensors and actuators in the broadest sense.

Technically, a component implementation is a function adhering
to the C calling and linking conventions whose name and signature
can be derived from the component specification in a defined way.
This function may call other functions using the regular C call-
ing convention. However, the execution of the function, including
execution of all subsidiary functions, must not interfere with the ex-
ecution environment. Exceptions are source and sink components
that are supposed to control sensors and actuators.

2.2 Stateful components
Our components are conceptually stateless, and, hence, our ap-
proach is functional. However, some sort of state is very common
in cyber-physical systems. We model such a state in a functionally
transparent way, as illustrated in Figure 1. We employ so-called
state ports that are short-circuited from outport to inport.

Our approach to state is in an interesting way not dissimilar
from main-stream purely functional languages, such as Haskell or
Clean. They are by no means free of state either, for the simple
reason that many real-world problems and phenomena are stateful.
However, purely functional languages apply suitable techniques
to make any state fully explicit, be it monads in Haskell [30] or
uniqueness types in Clean [1]. Making the state explicit is key to
properly dealing with state and state changes in a declarative way.
In contrast, the quintessential problem of impure functional and
even more so imperative languages is that the state is potentially
scattered all over the place. And even where this is not the case in
practice, proving this property is hardly possible.

2.3 Non-functional properties
One of the goals in the design of the TeamPlay coordination
language is the active management of non-functional properties,
namely energy and time. Hence, any component comes with non-
functional contracts in addition to functional contracts. Both energy
and time can only be considered in relation to some concrete execu-
tion platform, individual core types for heterogeneous architectures
and dynamic voltage and frequency (DVFS) settings where applica-
ble. Any mentioning of energy or time in the coordination source
code would inherently make the code hardware-specific, which is
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not what we want. In contrast, we employ a non-functional proper-
ties file (NFP) that functions as a data base storing per component
time and energy consumption values for the variety of hardware
units of interest including their DVFS settings. Concrete values are
derived by static analysis, dynamic profiling or simply asserted by
the user.

2.4 Component interplay
Components are connected to each other via channels, as illus-
trated in Figure 2 for an imaginary subsystem of a car, where two
sensors feed messages to a decision controller, which synchronises
the messages pair-wise and sends commands to two subsequent
actuators. Channels serve both data exchange as well as depen-
dency modelling. We distinguish between point-to-point channels
connecting one outport to one inport of some subsequent compo-
nent and broadcast channels connecting one outport to multiple
inports simultaneously. Source components start computing at stat-
ically defined time slots. All other components are activated by the
presence of input data on all inports.

Decision

LeftActuator

DistSensor

voltage

dist

ImageCapture
frameData

RightActuator

Figure 2: Example for TeamPlay component coordination

2.5 The TeamPlay Language
Figure 3 shows the TeamPlay coordination code that implements
the example of Figure 2. A TeamPlay application starts with the
keyword app followed by an identifier that serves as the applica-
tion’s name. Enclosed within curly brackets we can identify the
two major code regions of any TeamPLay coordination program:
components and channels.

Coming back to Figure 3, we can easily identify the definitions
of the five components of our example from Figure 2. They are
enclosed in curly brackets following the key word components.
A component definition starts with a name followed by a pair of
curly brackets enclosing further information about the component.
As components communicate with other components via (FIFO)
channels, the corresponding ports are the most vital functional
properties (or contracts) of components. Following the key words
inports, outports or state (The latter is not shown in the run-
ning example, but the syntax is identical.) we have a list of pairs of
port type and port name. Again, we adopt a syntax inspired by that
of C struct definitions. For example, the Decision component has
two input ports, i.e. port dist of type num and port frameData of
type frame, and one output port voltage of type num. Port types
must refer to types previously defined in the datatypes section
of the coordination code. Port names are freshly introduced iden-
tifiers. The number of ports a component may have is fixed but
unbounded.

app car {
components {

DistSensor {
outports {num dist}

}
ImageCapture {

outports {frame frameData}
}
Decision {

inports { num dist; frame frameData}
outports { num voltage}

}
LeftActuator {

inports {num voltage}
}
RightActuator {

inports {num voltage}
} }
channels {

DistSensor.dist -> Decision.dist;
ImageCapture.frameData -> Decision.frameData;
Decision.voltage -> LeftActuator.voltage

& RightActuator.voltage;
} }

Figure 3: TeamPlay code for example of Figure 2

Optionally and not shown in the example, ports can specify a
multiplicity other than the default of one token, for instance as in
inports {frame in[3]}. The multiplicity of an inport indicates
the number of tokens required for firing while the multiplicity of
an outport indicates the number of tokens produced on this port in
a single round of firing.

Components are connected with each other via channels. In
Figure 3 we can identify two kinds of channels: regular channels
connect a single outport to a single inport while broadcast channels
using an ampersand send a single data item from one outport to
multiple inports. The TeamPlay compiler applies static analyses to
guarantee type correctness, absence of cycles and that any port is
connected to at most one channel. If an outport is not connected to
any subsequent component, data items are systematically discarded.
Input ports must always be connected to exactly one channel. Ports
are identified by a component name and a port name separated by
a dot, but the port name may be omitted if a component only has
one outport or one inport.

2.6 Multi-version components
As illustrated in Figure 4, a component may have multiple versions,
each with its own non-functional contracts, but otherwise identical
functional behaviour, similar to [38].

output

state

code<name>

NF−contracts

code<name>

NF−contracts

component

state *

Functional
contracts:

* *input output

input

<name>

Figure 4: Multi-version component with individual non-
functional contracts

With our focus on non-functional properties, it becomes partic-
ularly interesting to have multiple versions of a component that
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expose identical functional behaviour, but that implement different
trade-offs of the non-functional properties of interest.

Decision {
inports { num dist; frame frameData}
outports { num voltage}
version Simple {...}
version Optimal {...}

}

Figure 5: Example of a multi-version component: we refine
the Decision component from Figure 3 with two versions
named Simple and Optimal, which are likely to show differ-
ent dynamic behaviour with respect to time and energy.

Figure 5 demonstrates how this can be accomplished in Team-
Play. The new definition of the Decision component features two
different versions with different quality/complexity and, hence, dif-
ferent time/energy behaviour. Different versions of one component
all share the same port specifications and must behave identically
from a functional perspective.

3 EXTENSIONS FOR FAULT-TOLERANCE
In this work we extend the TeamPlay language by a new category
of non-functional contracts: robustness or fault-tolerance methods,
as already included in Fig. 1. We opt for a user-directed approach
where the user can add fault-tolerance methods from a range of
predefined options and their parameters to individual components
or their versions. This design acknowledges the fact that different
components are of different criticality for the well-being of the sys-
tem as a whole, and only the system integrator can make educated
choices where to add which method. With this approach tolerance
against permanent and transient hardware faults can be achieved
with a minimum of additional coding and completely transparent
for the functional component implementations. The TeamPlay lan-
guage also provides syntactic means to annotate fault-tolerance
properties to subsets of components or to all components in a uni-
form way [23]. In the following, however, we omit these language
features and rather focus on the various supported fault-tolerance
methods and their parameters.

3.1 Checkpoint/restart
Checkpoint/restart lets the system return to a stable (backup) state
when a (permanent or transient)crash fault has occurred [39, 41].
Generally, the downside of checkpoint/restart methods is the dif-
ficulty to assess the concrete state of a failing software unit that
needs to be saved. Thus, in the worst case the entire process im-
age needs to be saved at each checkpoint, which would be very
expensive, both in storage space and execution time.

Here, the architecture of our coordination-based approach pays
off. It creates a middleware layer where our system software can
precisely keep copies of the arguments of an individual compo-
nent invocation before giving control to the third-party component
implementation. The stateless nature of TeamPlay components en-
sures that no other data affects the computation. Note here that
this property remains valid even if state ports are used as described
in Section 2.2. Backup copies of argument values only need to be
stored while the component is computing and can be discarded

automatically as soon as the component has emitted data on its
outports.

Decision {
inports {frame frameData; int dist}
outports {int voltage}
checkpoint {}

}

Figure 6: TeamPlay specification of checkpoint/restart

Figure 6 shows how checkpoint/restart can be specified in Team-
Play based on the example of the Decision component from Fig-
ure 3. Currently, checkpoint/restart has no options, hence the empty
pair or curly brackets. The advantage of checkpoint/restart is the
absence of any coordination between hardware components or po-
tential replicas. We merely need to keep the arguments, which we
must do anyhow as component implementations are generally not
permitted to destructively change argument data. The disadvantage
lies in time-constrained scenarios where a deadline must be met.
Since the restart only occurs after a problem has been detected, the
runtime can double in the worst case. Of course, there is no guar-
antee that the second attempt to run a component (on a different
hardware unit) is more successful than the first one, but we do not
consider this in time-constrained scenarios.

3.2 Primary/backup
With the primary/backup method, a standby (backup) component
can take over the role of the primary component in case of fail-
ure, as illustrated in Figure 7. Both the primary and the standby
component are scheduled to run, usually on different hardware
units. Should the primary component terminate without issues, its
produced results are used for further computing. Otherwise, the
standby component takes over, and its results are routed to sub-
sequent components in the TeamPlay application. Robustness can
further be improved by multiple standby components. Like with
checkpoint/restart we address permanent and transient crash faults
with the primary/backup method.

component component

Faulty
component component

Input

system

Timing or crash
fault occurs

control to

Backup

Active

backup

Passes

Fault detection

Fault detected

Primary

Figure 7: Illustration of recovery of a failing primary compo-
nent using the primary/backup method.
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The advantage of the primary/backup technique compared to
checkpoint/restart is that we do not wait for a fault to occurr and
be detected to replicate the computation. This saves time at the
expense of additional computing resource utilization and energy
consumption. Figure 8 shows how primary/backup can be specified
in TeamPlay. The replicas option denotes the number of replicas
to run for this component. The default of two replicas means one
primary and one backup component, but we could employ multiple
backup components as well.

Decision {
inports {frame frameData; int dist}
outports {int voltage}
standby {replicas 2}

}

Figure 8: TeamPlay specification of primary/backup with
default settings

In TeamPlay, component execution is discrete, i.e., component
execution produces output tokens exactly once. This means that it
is not necessary to synchronise primary and standby components.
We can simply provide the input tokens to both and take the first
component that delivers output as the primary component. If it
fails, one of the standby components will deliver output instead.

3.3 N-Modular redundancy
In this classic fault-tolerance method 𝑛 identical replicas of a com-
ponent are run with identical input [24, 27, 41], just as in the case
of primary/backup. However, this time these 𝑛 replicas are com-
plemented by a voting layer that allows us to detect transient data
faults, a capability that goes beyond checkpoint/restart and prima-
ry/backup.

With two replicas (double modular redundancy) we can detect
transient data faults, and with three (triple modular redundancy) or
more replicas we can even correct such faults. In case one or another
replica does not produce any output (so-called crash faults), double
modular redundancy behaves similar to primary/backup in that
the remaining result is taken for further computing. In the general
case of N-modular redundancy, voting is restricted to the results
effectively produced. Hence, N-modular redundancy addresses all
fault classes introduced: permanent and transient faults just as crash
and data faults. In this sense it can be considered a true extension
of primary/backup.

Figure 9 illustrates N-modular redundancy. In the simpler case
each replica sends its result to a single voting component that does
the majority voting as described above and sends the result deemed
correct, or perhaps error tokens, to subsequent components in the
component graph. However, voting components may fail as well.
Hence, we support multiple replicas of voting components as well,
thus apply the idea of N-modular redundancy to the voters [4]. As
can be seen in Figure 9, TeamPlay supports a whole layer of iden-
tical voting components, where the number of voting component
replicas is independent of the chosen number of original component
replicas. The default number of voting component replicas is one.
If more than a single voter exists, all voting components send their
results to a super voter that makes the final decision and forwards
the results to to subsequent components in the component graph.

Component . . .
 N

Voter 1

Component
1.1

Component
2.1

 

Component
N.1

Voter 2.1Voter 1.1 Voter N.1

Voter M

Component
Replica 2

Voter 2

Component
Replica 1

. . .
M

Replica N

Voter
Super

Figure 9: Illustration of N-modular redundancy

Now, one question remains: what if the super voter fails? This
question illustrates that with any fault-tolerance method whatso-
ever we can only reduce the likelihood of system failure, not rule
out system failure entirely. Hence, we stop at this point. Further-
more, we generally assume that likelihood of transient faults is
linear in the execution time of a component. Here, we further as-
sume that voting is considerably less time-consuming than actual
computing, and, hence, it is less likely that a voter is subject to
a transient fault than a compute component. Super voters, again,
could be implemented more efficiently than general voters, and as
such would be even less prone to transient faults.

Figure 10 shows how N-modular redundancy can be specified in
TeamPlay; we support the following options:

• replicas (line 5), integer signifying the number of replicas.
Default is 3, i.e. triple modular redundancy.

• votingReplicas (line 6), integer signifying whether and
how much the voting processes need to be replicated.

• waitingTime (line 7), how long processes should wait be-
fore initiating the voting process. Given as a percentage of
the average execution time of the finished components, the
percentage can be higher than 100%.

• waitingStart (line 8), defines the starting point of waiting.
When waitingStart is majority, processes start waiting
based on the execution time when a majority of processes
are done. In the case of single, the waiting will start when
a single process is ready.

• waitingJoin (line 9), flag defining whether processes that
are finished later should be added in the waitingTime calcu-
lation, applies to both a waitingStart value of majority
and single.

Decision {
inports {frame frameData; int dist}
outports {int voltage}
nModular {

replicas 3
votingReplicas 2
waitingTime 30
waitingStart majority
waitingJoin true

} }

Figure 10: TeamPlay specification of N-modular redundancy
with default settings
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N-modular redundancy has in common with primary/backup
that it is time-predictable and, hence, better suited for real-time
systems than checkpoint/restart [31].

3.4 Multi-version programming
In multi-version programming multiple functional equivalent im-
plementations of the same component are created [29]. Our coordi-
nation runtime environment can run them in the same way as with
N-modular redundancy. Multi-version programming extends the
capabilities of N-modular redundancy in detecting and mitigating
hardware faults to software or implementation faults. The disad-
vantage of multi-version programming is that in addition to high
runtime resource overhead it likewise incurs high development cost
for multiple functionally equivalent implementations of software
components.

As explained in Section 2, the TeamPlay language already sup-
ports the concept of multi-version components. What has initially
been intended to exploit different energy/time trade-offs can now
be reused for fault-tolerance in a rather straightforward way.

Decision {
inports { num dist; frame frameData}
outports { num voltage}
version SimpleDecision {...}
version OptimalDecision {...}
nVersion {

versions [ (SimpleDecision , 2),
(OptimalDecison , 1) ]

} }

Figure 11: TeamPlay specification of multi-version fault-
tolerance

Figure 11 illustrates the specification of N-version programming
in TeamPlay. Here, the versions parameter defines which of the
existing versions should be used and how many replicas of each of
these versions should be run. We reuse our multi-version example
from Figure 4 here to illustrate the additional syntax. To properly
reuse multi-version programming for fault-tolerance, however, all
versions must be guaranteed to yield the same result for the same
input data. This would presumably not be the case in the example
of Figure 11 with a simple and an optimal decision procedure.

4 FAULT-TOLERANT RUNTIME SYSTEM
In order to support the various TeamPlay language extensions for
fault-tolerance we propose a corresponding fault-tolerant runtime
environment that dynamically re-configures running applications
upon detection of hardware faults. This runtime environment ad-
dresses both permanent and transient as well as crash and data
faults. The runtime environment comes with a fault injection facil-
ity for demonstration purposes.

4.1 Base runtime system
Cyber-physical systems run on a huge diversity of computing plat-
forms ranging from simple signal processors to system resembling
fully-fledged servers in complexity as well as compute capabilities.
With our work we target (at least) high-performance embedded sys-
tems that feature a number of different types of cores and multiple

to many cores of each type. We further assume a minimum operat-
ing system layer that supports, for instance, multithreading with
basic synchronization facilities. Examples of such devices would be
the Jetson or Odroid families of embedded architectures, just as the
whole range of modern mobile phones.

When programming such systems we usually do not consider
the continuously looming possibility of both permanent or tran-
sient hardware faults. The former would usually incur immediate
whole system failure, even if only a single core is faulty. The lat-
ter would usually remain unnoticed, unless it affects the control
logic of the software with the effect of non-termination. Now, with
our proposed extensions to the TeamPlay coordination language
we explicitly target these cases. To this effect, we make two fur-
ther assumptions. Firstly, the hardware and (potentially shallow)
operating system layer tolerate the permanent fault of individual
cores while the system as a whole remains operational. Secondly,
we assume one hardware unit that is specifically hardened against
both security attacks as well as hardware failure and, thus, can be
assumed not to fail, whereas all other units may indeed fail sooner
or later in one or another way.

Hardware ComponentManagement Component

Control Thread N

Heterogeneous Workers

Configuration file

Worker Thread

Cyber-physical System

Figure 12: Base architecture of the proposed fault-tolerant
runtime system with one control thread for management
and N worker threads for computation

We control spatial and temporal mapping of TeamPlay com-
ponents to hardware execution units (i.e. cores) by creating one
thread per core and by pinning each thread to one specific core.
As illustrated in Figure 12, we have two types of threads: a control
thread and multiple worker threads. The control thread runs on
the aforementioned specifically protected hardware unit, and its
responsibility is to launch component-level computations on suit-
able available threads (and thus cores) while obeying the various
fault-tolerance schemes described throughout the previous section.

4.2 Control vs worker thread(s)
We illustrate the interaction between the control thread and the
worker threads in Figure 13. The light-green background on the
right hand side marks the realm of the control thread while the
light-blue background on the left hand side indicates actions taking
place in the worker threads. For reasons of readability we only
show one worker thread in Figure 13. Data structures on the bound-
ary between control thread and worker threads are the means of
communication between them. Looking here first and from top
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to bottom, we can identify the thread task queue of each worker
thread where the control thread pushes jobs. In the middle we see
a representation of the coordination task graph. And towards the
bottom we see the finished list which is used to communicate that
a thread has completed a job and tokens are added to its output
buffers. The tables next to task queue and finished list show the
first four iterations on the task graph in the centre of Figure 13.

First, we explain how the interaction works in general terms,
then we go over the concrete example shown in the two tables.
When the control thread launches (top right node), it goes through
the source nodes of the task graph and adds them to the task queues
of the assigned threads. Each of these threads has a (counting)
semaphore which corresponds to the number of items in their
queue. When the semaphore reaches zero, the threads wait until
new items appear in the task queue.

When a thread is alerted that new items appeared in the task
queue (top data structure), it pops a component from the task queue
(task queues are FIFO) to execute. After execution, it stores the
output data in the task graph data structure and appends the id of
the executed component into the finished list. The control thread is
alerted that components are finished, so it can check whether new
items can be added to the task queues. The computing thread will
then wait for the task queue semaphore. If the semaphore’s value
is greater than zero, it can continue popping another item from the
task queue to resume computing.

After items are added to the task queues of the threads and the
threads are alerted, the control thread will wait until items appear
in the finished list. This is indicated in Figure 13 by the bottom
data structure with the dotted line facing right. This mechanism
is implemented with a condition variable as one cannot reset a
counting semaphore when the finished list is emptied. When items
appear in the finished list, we need to check which components
can fire again. First, we need to check whether the predecessors of
the finished component can fire since, by firing, it can have opened
a spot in the (bounded) FIFO buffers of the predecessors. Then, we
check whether the successors of this component can fire since it
has produced a token on its outports which may trigger the firing
rule of the successor(s). Finally, we check whether the component
itself can fire again. This way of checking ensures we only have
to traverse the parts of the graph that have been changed. The
components that can fire are added to the task queues belonging to
the threads, and the threads are triggered to continue computing.
The components that are ready are added to the task queue, which
marks the completion of a cycle.

Now, we explain the concrete example characterised by the
various tables in Figure 13. First, both threads will launch. The
worker thread sees that there are no items in the task queue (i.e. the
semaphore is zero), so it will wait. In the first cycle, the control
thread adds the Source component to the task queue. As the source
component does not have any dependencies, it can fire as long
as the buffers can hold the data and it is not already present in
any task queue. The task is put in the task queue associated with
the computing thread to which Source is assigned. The control
thread will increment the semaphore. This leads to the awakening
of the worker thread, which will pop Source from the queue. The
worker thread then executes the code associated with Source. Af-
ter computation, the output token of Source is added to the buffer

on the edge leading to the subsequent component A. The worker
thread puts the id of the Source component into the finished list
and sends a signal to the condition variable on which the control
thread is waiting. The worker thread loops back to the first item
(after initialisation) and waits until the control thread has added
new items to the task queue owned by the worker thread.

When the control thread receives the signal for the condition
variable, it will loop trough the finished list and check the task graph
for components that are ready. This is done by looping trough the
predecessors, successors and the component itself, to see if they
can fire. Component Source has no predecessors, but it does have
one successor, namely A, which can fire since Source just fired.
Likewise, Source can fire again. The components which can fire
again are put into the task queue. Next, component A is fired and the
result is again stored in the buffer after the fired component, this
time leading to Sink. Then the control thread is again alerted that
the worker thread has finished a computation. The control thread
notices that Source can be fired since it has no dependencies, but it
is already in a task queue, so it cannot be added again. Following the
execution of A, Sink can be fired, but A has insufficient tokens from
Source to fire again. Now, Source is taken from the task queue
and executed, as it was added the previous cycle. The component
checking process of this cycle is identical to the first cycle, as Source
and A are added again. Then, for the last round of this example, Sink
is popped from the task queue and executed. In the control thread, A
cannot be added to the task queue again since it was already added
when Source finished. Sink cannot fire again since the buffer on
the edge coming from A does not have sufficient tokens.

4.3 Crash fault detection
In order to implement the fault-tolerance mechanisms added to
the TeamPlay coordination language, we make several additions
to our base runtime system. We start out by describing how we
detect crash/permanent faults required by both checkpoint/restart
and primary/backup. When a system suffers from a crash failure,
we cannot assume that restarting the hardware component will
solve the problem. As depending on the hardware configuration,
data can be stored in non-volatile storage, which is lost after the
restart. To prevent deviation from correct service caused by lost
data, we introduce error tokens. For the reconfiguration process,
mechanisms are required which reassign tasks to other threads with
a compatible architecture. Furthermore, we introduce a mechanism
to deal with heterogeneous architectures and spatial assignment of
components to threads.

There are various methods for detecting node failure [21, 41], the
perhaps most prominent one being heartbeat. This method actively
pings nodes at given time intervals to check if they are still alive.
Knowing the worst-case execution time of a component, we could
alternatively wait for the expiration of a component’s time slot,
but given that we also must meet a deadline, we prefer to use a
heartbeat mechanism to detect faults early and, hence, to be able
to commence mitigation methods as quickly as possible.

Implementing heartbeat is not straightforward since using sig-
nals and signal handlers on individual threads does not guarantee
which thread effectively handles a signal. Furthermore, we aim to
treat the components as black boxes, so we cannot intrude into the
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Figure 13: Schematic overview of the interaction between the control thread (right) and the worker threads (left). Dotted
lines indicate waiting via thread communication, e.g., condition variable or semaphore. The double-column tables show the
components in the list per iteration. The triple-column tables show the components which are checked for firing. The third
column shows whether or not they are added to the task queue.

user code to send the signal periodically from there. To solve this
problem, we add a separate heartbeat worker thread to each worker
thread. The heartbeat worker thread and the corresponding worker
thread are pinned to the very same hardware unit, hence they are
guaranteed to both fail if that hardware unit fails. Additionally, we
introduce a heartbeat control thread running on the control unit,
which periodically checks whether the heartbeat threads are still
alive. The heartbeat control thread periodically loops trough the
heartbeat worker threads and increments a worker-specific counter
in shared memory. The heartbeat worker thread periodically resets
the counter incremented by the heartbeat control thread. The heart-
beat control thread in turn checks whether the counter is higher
than a specified threshold. If so the corresponding hardware unit is
deemed faulty. Our final runtime system architecture is illustrated
in Figure 14.

To avoid false positives, i.e. threads that are detected as having
crashed but effectively are still alive, we let the user set thread
sleep times as well as the threshold used by the heartbeat control

Figure 14: Fault-tolerant runtime system architecture ex-
tended with heartbeat threads

thread. Choosing the heartbeat worker thread sleep time too close
to the heartbeat control thread sleep time increases false positives,
but decreases the error detection time. Lowering the threshold
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has a similar impact: the lower the threshold, the faster errors are
detected at the price of increasing the chance of false positives.

In order to further decrease the amount of false positives, we
change the scheduling type of both types of heartbeat threads to
use real-time scheduling policies supported by pthreads. The func-
tion pthread_setschedparam supports two scheduling policies:
FIFO and round robin. FIFO scheduling (SCHED_FIFO) runs a thread
to completion in FIFO order. Round-robin scheduling (SCHED_RR)
aims to give each thread equal execution time, but involves a larger
number of context switches. FIFO scheduling does not work in
our system because the heartbeat threads are continuous tasks.
Thus, we enable round-robin scheduling on both types of heartbeat
threads. Additionally, we enable the user to set the priority of the
heartbeat control thread and the heartbeat worker threads through
configuration parameters. We elaborate on the configuration pa-
rameters of our runtime system in general in Section 4.10.

For each worker

Crash Detected

YesNo

Sleep for
Backoff time Reconfigure

Sleep for
Update time

Increment

Initialize Heartbeat

counter

Control Thread

exceed the threshold?
Does the counter

Heartbeat Control Thread

 Reset
counter

Initialize Heartbeat
Worker Thread

Heartbeat Worker Threads

Figure 15: Overview of the heartbeat error detection mecha-
nism with the procedure for the worker threads to the left
and the heartbeat control thread to the right

4.4 Error tokens
TeamPlay channels are not only data streams, but at the same time
represent dependency relations between components. If a hardware
unit fails and the running computation cannot be recovered by
some fault-tolerance mechanism or no such mechanism had been
requested for said component, subsequent TeamPlay components
in the task graph lack their proper input tokens. For a component
that synchronises multiple incoming channels, e.g. Decision in

Figure 2, this could lead to a misalignment of input tokens, i.e. the
component may only receive an input token on one input channel
but not on the other. Consequently, it is not activated and the
successful token remains in the queue. If we recover operations of
the failed component through re-allocation to a different hardware
unit in the next epoch, we keep the imbalance in the token balance,
and the component would always synchronise and further process
tokens originating from different epochs. In some applications this
might be tolerable, but generally it is not.

To address this problem we introduce error tokens. These error
tokens indicate that some dependence relation could not be satisfied,
but at the same time components such as Decision in Figure 2 are
properly activated through the regular firing rule. If a component
encounters an error token on any of its inports, it skips the regular
computation and produces error tokens on all its outports. Thus,
error tokens propagate through the entire graph and discard any
intermediate data tokens that can not properly synchronised.

4.5 Checkpoint/restart
Checkpoint/restart can be implemented in TeamPlay by merely
checkpointing the channels between components. Effectively, the
entire state of an application resides in these buffers. This is done
in practice by adding an extra buffer on each inport of a protected
component. After the execution of the previous components, (i.e.,
the dependency components), copies of the output tokens ares
made. For primitive types, this is an easy task but for user-defined
types for which only a pointer is passed, the user needs to pro-
vide a copy function. When the thread executing the component
fails, a new structure of input tokens is created from the check-
pointed buffer and assigned to the task which takes place during
the rejuvenation phase. The entire rejuvenation process, in which
checkpoint/restart plays a crucial role, is illustrated in Figure 16.
We will revisit this figure in full detail in Section 4.11. In normal
operation, we need to remove the checkpointed data upon finishing
execution and delivering the output, in order to prevent the buffers
from overflowing.

4.6 Primary/backup
In primary/backup, a standby component takes over the main com-
ponent when a failure is detected. Usually, this is done directly as
the backup component synchronises with the active component to
ensure a quick switch. In our coordination language, we do not need
this behaviour as, again, the state of the application is completely
saved in the FIFO buffers. We assign copies of the input tokens of
the component to a number of threads equal to the number of repli-
cas. The first thread that finishes the computation actually delivers
the output. If a thread starts the computation after another thread
has already delivered its answer, the thread starting the second
computation can skip the task. However, it is unlikely that this
behaviour is schedulable on real-time systems. Thus, we add an
option to the runtime environment whether or not this form of task
completion is done. Disabling this setting gives us the worst case:
all threads compute even if the task is already delivered. When this
setting is enabled, the task is only computed multiple times if the
backup threads start while the thread that finishes first has not yet
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components assigned to the crashed thread, which is shown in the green box below.

finished. Just like rejuvenation for checkpoint/restart, we illustrate
the primary/backup rejuvenation process in Figure 16.

4.7 N-modular redundancy and multi-version
programming

For the time being our runtime system does not yet (fully) support
N-modular redundancy and multi-version programming for fault-
tolerance. Both can be implemented in a similar manner since
from a runtime system perspective multi-version programming
is a rather simple variation of N-modular redundancy. Instead of

running a fixed number of identical clones of some component, we
merely need to run a fixed number of different versions of the same
component. Multiple versions in general are fully supported

Both N-modular redundancy and multi-version programming
require the extension of our primary/backup implementation by
a voting layer. What we can re-use from the primary/backup im-
plementation, is that these processes do not need to execute at the
same time. When all components finished computing, crashed or
sustained a timeout according to the coordination settings, a (gener-
ated) voter component is executed. This voter requires a copy of all
output tokens in order to execute the majority voting process. The
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voter component is scheduled and mapped alongside all regular
components of the application.

In the case of effective dual-modular redundancy, i.e. two replicas
successfully completed the task and produced output tokens, we
can merely detect errors, but neither correct nor mitigate them. If
the voter finds the results to diverge, it generates error tokens on
the outports. In the case of effective triple-modular redundancy,
i.e. three or more replicas successfully completed the task, we can
apply error correction, provided there is a majority for some result
value(s). In this case, we deem the result(s) of themajority of replicas
to be correct and forward it/them to the outports. Otherwise, we
again generate error tokens on the outports. Results not forwarded
anywhere are automatically discarded.

4.8 Scheduling and mapping
For rejuvenation on heterogeneous platforms we present an exten-
sion to the base runtime system. For this we need to know which
thread can be reconfigured to do which tasks. In other words we
need a mapping of components to threads/cores of a heterogeneous
system. In time-critical systems, TeamPlay components are assigned
in both the time and space dimensions to a hardware component.

For the spatial dimension of the problem we introduce the con-
cept of a thread class. A thread class is a set of hardware cores that
can run a component with identical time and energy behaviour.
Our current model is still simplified as in practice components may
well run on different types of hardware, albeit with different time
and energy properties. The initial mapping of components to cores
is inferred by the TeamPlay compiler and passed to the runtime
system at deploy time.

4.9 Memory layout organisation
Usually, using threads on a systemmeans that data is passed around
using shared memory and stored in core-private caches. In our run-
time, this raises the question about where the input and output data
of the components should be stored. First of all, we want to keep
the strain on the internal network that connects the hardware units
low. Thus, we do not send the actual data back and forth between
control thread and worker threads. With larger data structures,
e.g. images and videos which are common in CPS(oS), this would
quickly become prohibitively expensive. Instead, we store data on
the hardware unit that executes a component and let components
load data on request.

However, this solution causes problems with fault-tolerance
methods like checkpoint/restart, as they require a copy of the data.
This copy should not reside in the same memory if we take physi-
cal hardware failure into account. Therefore, we assign a memory
companion to each core/thread. This memory companion holds the
data copies as needed by the specified fault-tolerance method.

4.10 Runtime configuration file
We make use of a configuration file through which the user can
control crucial parameters of the runtime system; Figure 17 shows
an example with the default settings.

The individual control parameters are the following:
• numThreads determines the number of worker threads.
• debug turns debug logging on/off.

numThreads = 6
debug = false
sleepTime = 100
controlSleep = 1000
heartbeatTries = 10
heartbeatCheckerPrio = 10
heartbeatWorkerPrio = 15
standbyEarlyTaskCompletion = false
edgeBufferSize = 20

Figure 17: Example runtime configuration file

• sleepTime is the period of the heartbeat threads in microsec-
onds.

• controlSleep is the period of the heartbeat control thread
in microseconds.

• heartbeatTries is the threshold of the counter incremented
by the heartbeat control thread.

• heartbeatCheckerPrio sets the real-time scheduling prior-
ity of the heartbeat control thread.

• heartbeatWorkerPrio sets the real-time scheduling prior-
ity of the heartbeat worker threads.

• standbyEarlyTaskCompletion (de-)activates preemption
of backup threads in primary/backup if the primary thread
has successfully delivered results.

• edgeBufferSize determines the global channel (FIFO
buffer) size in tokens.

4.11 Rejuvenation
Strategies that deal with crash faults, checkpoint/restart and pri-
mary/backup require a rejuvenation mechanism. The rejuvenation
process is illustrated in Figure 16. The process can be split into
two parts: the invalidation and recovery of the task queue of the
crashed thread and the reassignment of the components originally
mapped to the failed hardware unit. The concrete path of the re-
juvenation process depends on which fault-tolerance mechanisms
are specified.

First, we explain the middle path which is taken when no fault-
tolerance method is specified on the component. On this path, error
tokens are produced on the outports of the components in the task
queue. The component is marked as finished as the computation
could not be saved by a fault-tolerance method. Then we arrive at
the rejuvenation process, which works by finding the alive thread
(core) of the same thread class with the least number of assigned
components. The latter condition is meant for load balancing. We
do not produce error tokens if a source component is present in the
task queue of the crashed thread as it can simply fire again since it
does not have any input tokens that need to be invalidated.

In checkpoint/restart the computation can be saved by re-
running the task with the checkpointed input tokens. Before, we
must reassign components to a different thread, before the check-
pointed data can be rerouted there. This rejuvenation step is the
same as without fault-tolerance methods except that with check-
point/restart, tasks exist that could potentially be saved. Note that
a task cannot be saved with checkpoint/restart if it has crashed
twice.

In primary/backup, a component is assigned to multiple threads.
The number of threads depends on the number of replicas defined
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in the coordination language. During the invalidation of the task
queue, we need to check whether a task has been delivered or not.
If it has been delivered then the computation does not need to be
saved or invalidated. However, if a task has not delivered outputs we
need to check if the crashed thread is the last replica of this task. If it
is the last one, the computation cannot be saved and we execute the
same steps as without a fault-tolerance mechanism. If there are still
replicas assigned to this task we do not need to do anything since
they can deliver the task as they already have copies of the input
data. Again, we assume no repeated crashing. In primary/backup,
we add an extra requirement for finding a new thread to which the
task can be reconfigured to. This requirement is that there cannot
be multiple assignments of the same component to the same task
as this would defeat the purpose of primary/backup. If there are
no threads left that follow these requirements the replica is not
reassigned.

In our runtime system, the task queue is in shared memory as
the control thread needs to assign new components with input data
to the task queue of the thread. However, we also need to save this
information in the control thread. During rejuvenation, we require
a copy of this task queue in order to reassign the components of
the crashed thread.

5 RELATEDWORK
Coordination is a well-established computing paradigm with a
plethora of languages, abstractions and approaches, surveyed in
[10]. Yet, we are neither aware of any adoption of the principle in
the broader domain of mission-critical cyber-physical systems, nor
are we aware of energy- or time-aware approaches to coordination,
let alone approaches targeting fault-tolerance.

In the area of exogenous coordination languages we must fore-
most mention the work on Reo [2]. The objective of Reo is in the
modelling and formal property verification of coordination pro-
tocols. Reo has a graphical syntax, in which every Reo program
is a labelled, directed hyper-graph, and a (or rather many) formal
semantics [19]. Compared to our work, Reo is a much more theoret-
ical approach to exogenous coordination, whereas our objective lies
in the creation of a practical (and pragmatic) domain-specific lan-
guage (DSL) to create executable energy-, time- and security-aware
programs running on concrete machinery.

Another example of an exogenous coordination language is
S-Net [16], fromwhichwe draw some inspiration and experience for
TeamPlay. However, S-Net merely addresses the functional aspects
of coordination programming and has left out any non-functional
requirements, not to mention energy, time or fault-tolerance.

A notable exception in the otherwise fairly uncharted territory
of resource-aware (functional) languages is Hume [18]. Hume was
specifically designed with real-time systems in mind, and, thus,
guarantees on time (and space) consumption are key. However,
the main motivation behind Hume was to explore how far high-
level functional programming features, such as automatic memory
management, higher-order functions, polymorphism, recursion, etc
can be supported while still providing accurate real-time guarantees.
In particular, we are not aware of any work towards fault-tolerance
in the context of Hume.

XBW [11] is a conceptual graphical computing model that uses
entities similar to components to specify time behaviour and distri-
bution properties. Contrary to our approach, this work makes use of
uniform fault-tolerance that applies one fault-tolerance techniques
to the whole system, whereas TeamPlay supports a fine-grained
per-component specification.

Metaobject protocols (MOPs) [12, 20] change the behaviour of
object-oriented language building blocks to provide non-functional
concerns, like fault-tolerance, in a systematic way. When a MOP
is established, these behavioural changes result in a mostly user-
transparent approach. An example of using this way of working is
the FRIENDS system [13].

Fault-tolerant Linda systems [6, 12, 40] are extensions of the
Linda coordination language [14, 15, 42]. This coordination lan-
guage uses a tuple-space in which messages can be shared be-
tween processes. Extensions focus mostly on making tuple-space
operations safer and fault-tolerant utilizing redundancy, check-
point/restart and atomics.

The Message Passing Interface (MPI) also has extensions to en-
able the construction of fault-tolerant programs [8, 9, 17, 22, 39].
Some extensions add structures and functions to the library, e.g.,
agreement algorithms and graceful error handling procedures for
when nodes fail. Others focus on systematic fault-tolerance, usually
with checkpoint/restart due to its low intrusiveness.

6 CONCLUSIONS
The engineering of cyber-physical systems is still dominated by
low-level tools, frameworks and languages [28, 32, 37]. With the
TeamPlay coordination language [35] we aim at drastically improv-
ing software engineering productivity in this domain. To this end
we leverage the concept of exogenous coordination and the strict
separation of concerns between computation and coordination code.
We create the opportunity to actively manage non-functional prop-
erties like time and energy consumption on heterogeneous parallel
computing platforms.

In our current work we leverage the design of the TeamPlay co-
ordination approach to incorporate tolerance mechanisms against
permanent and transient hardware faults while maintaining the
strict separation of concerns. With the proposed extensions to the
TeamPlay coordination language programmers and system inte-
grators are equipped with fine-grained control over fault-tolerance
capabilities without any cluttering of functional code. We support a
total of four fault-tolerancemechanisms, namely checkpoint/restart,
primary/backup, N-modular redundancy and multi-version pro-
gramming. Furthermore, we devise a fully-fledged runtime envi-
ronment that seamlessly runs TeamPlay coordination code with
the specified fault-tolerance settings. Together language design
and runtime environment facilitate experimentation with fault-
tolerance mechanisms and the explicit but productive exploration
of the trade-offs between improved fault-tolerance, execution time
and energy consumption.

The four fault-tolerance mechanisms that we focus on for the
time being themselves are not novel and have been studied in vari-
ous contexts. What is to the best of our knowledge indeed novel
in our work presented here is the orthogonality and the high-level
nature in which we make fault-tolerance available to application
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engineering in the context of cyber-physical systems. We provide
fault-tolerance literally at the finger tips of programmers and sys-
tem integrators. TeamPlay enables them to explore fault-tolerance
features without embarking on an engineering adventure that may
potentially even jeopardize the functional correctness of code.

We are currently pursuing two directions of research. First, we
plan to integrate the fault-tolerance extensions of TeamPlay as
described in this paper with the time- and energy-aware heteroge-
neous multi-core scheduling techniques that we have developed
over recent years [33, 34, 36]. Second, we work on statistical meth-
ods to quantify the impact of fault-tolerance techniques on the
system reliability in the presence of single-event upsets [25, 26].
Here, we particularly address weakly-hard real-time systems, where
components are permitted to fail a bounded number of times in a
gliding average before disaster strikes [7].
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