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Abstract

This paper outlines some experiences, gained with
the modernization of an existing and operational
air force Command and Control (C2) system using
Commercial-Off-The-Shelf (COTS) hardware and
software products and the adoption of standards, from
a practitioners perspective. It describes examples of
functional areas where requirements could be met
using COTS products alone and where requirements
couldn’'t be met and what strategies were followed to
meet these requirements.

1 Introduction

This paper presents an example of the application of
COTS hard- and software products for the moderniza-
tion of an operational air force C2 system. The sys-
tem consisted of atailor made application running on
COTShardware. Theapplication hasbeen modernized
using as much aspossible COT S software products and
the hardware has been replaced by leading edge tech-
nology hardware. The aim of this modernization was
to come to a system based on state of the art technol-
ogy. The new system had to be easier to use, have ca-
pabilitiesfor interoperability, lower maintenance costs
and it had to form asolid base for future functional ex-
tensions.

The paper describes how COTS products are ap-
plied tofulfill themilitary requirements, with emphasis
on the application software. This paper also explains
what measures have been taken to satisfy requirements

where COTS products alone are not sufficient.

2 COTS products in a military
environment

In the last decade more and more COTS information
technology (IT) products become employedin military
environments. Personal Computers, operating sys-
tems, officesuites, database management systems, etc.,
originaly meant for the consumer market, appeared
to be usable to fulfill the military requirements. Im-
plementation of these leading edge technology prod-
ucts in defense applications has become an attractive
aternative for custom made systems and is generally
seen as an effective way to cope with reduced budgets
and staff. Advancesin technology arenolonger driven
by military applications, but rather the military market
only needsto exploit technology that existsin thecom-
mercial market [6].

Besides the lower costs, application of commercial
available products can result in shortened acquisition
times and a shorter time-to-deployment and therefore
could provide military advantage, as stated in [2] and
[7]. Theearlier aleading edgetechnology becomesde-
ployablein the battlefield, the better. The products are
available relatively fast and the prices for these prod-
ucts continuously decrease. Furthermore, if products
are available from multiple suppliers, dependency on
asingle supplier reduces.

Note however that in some situations application of
COTSproducts aloneis not sufficient, especially when
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regquirements are very military specific. COTS aone
often resultsin aso-called 80 percent solution, whichis
generally what the COTS solution represents in terms
of a comparison toward the customed desired or cus-
tomed tailored requirements[3].

In many situations the missing requirements can be
met by implementing glue code or by making modifi-
cationsto the COTS product. In other situationsit not
possible to determine whether requirement can be met
with a certain COTS product. In these situationsit is
often no longer possible to treat the COTS product as
a black box. More (inside) details about the product
might be necessary [5] and possibly involvement of the
manufacturer.

M. Looney and J. Briggs even state: “By definition,
any development project cannot be completely COTS.
There must always be some glue to integrate compo-
nents or customize them which implies some level of
understanding and involvement” [4].

Following paragraphs describe how COTS are ap-
plied in an operational military environment and what
measures have been taken to cope with the shortcom-
ings of the applied COTS products.

3 OveviewOMIS

The example presented here describes the modern-
ization of OMIS. OMIS is the Operations Manage-
ment Information System which isin use by the Royal
Netherlands Air Force (RNLAF) at Volkel Air Force
Base in The Netherlands since 1983. OMIS is acom-
mand and control (C2) system which has as main goa
to support the RNLAF initstask to prepareaircraft for
missions to be flown. OMIS assists in the communi-
cation of al necessary information between different
control centers and units and provides all users with
consistent and up to date information, needed to per-
form their task. A schematic overview of the OMIS
functionality is shownin figure 1.

The system met al requirements with respect to
functionality, way of operation and security. Thefunc-
tionality was assured through continuous maintenance
and adaptation of the application software to fit the
changing needs of Volkel Air Force Base with respect
totheir businessrules. Theoperationa availability was
assured by adding redundancy through application of
multiple computers which mutually synchronized all
information. Security was assured through the imple-
mentation of asophisticated access control mechanism
based on the need to know principle. The system was
approved by military intelligence and was intensively
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Figure 1: OMIS functionality

used for the daily operations and during exercises.

OMIS consists of tailor made application soft-
ware running on COTS hardware which consisted of
DEC PDP-11/84 minicomputers, interconnected with
each other via DECNET (including crypto devices),
and DEC VT-420 terminals (see figure 2). The OMIS
application software was developed by the National
Aerospace Laboratory (NLR) in the Netherlands, un-
der responsibility of and in close cooperation with the

RNLAF.
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Figure 2: The OMIS network architecture

Not only the application software was tailor made.
Functionalities that are less application specific, like
database management and data replication, were also
tailor made.
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4 System life-cycle and modern-
ization

4.1 Life-cycleaspects

Inthemid 90'sit becameclear that it wasno longer cost
effectiveto maintainthe current OMIS. The main prob-
lem wasthat the hardware had become obsol ete. Spare
parts became scarce and expensive maintenance con-
tracts where necessary keep the systems up and run-
ning. Besides that, the OMIS software was of a for-
mer generation of software that lacked standardization
and the capabilities for extension and interoperability.
However, because the system was constantly adapted
to fit the changing needs, the functionality was still
valid and absolutely required to support the execution
of the daily operations. Officers from Volkel AFB of -
ten say: “We can't fly without OMIS’.

The RNLAF aso had the intention to introduce
OMIS at other bases in the Netherlands. Therefore
the RNLAF decided to modernize OMIS. The result-
ing system had to be functional equivalent to theorigi-
nal system and had to meet the same requirementswith
respect to functionality, way of operation and security.

Further in this document the original OMIS will
be called OMIS-1 whereas the modernized version of
OMIS will be referred to as OMIS-2.

At the same time the RNLAF decided to redlize a
complete new IT infrastructure at all their bases. This
new infrastructure, called KLulM, had to be realized
using COTS hard- and software products. KLulM
forms an implementation middle layer and should be
used as the basis for al future applications. This
new information infrastructure is intended to provide
a multilevel secure environment in which command
and control applications and office-like applications
are used simultaneously.

Another justification to modernize OMIS was the
changing operationa role of the RNLAF. Till the late
80's the main task of the RNLAF was the defense of
NATO territory during the cold war. This role has
now changed to a role in which the RNLAF partici-
pates in multinational peace keeping operations, pos-
sibly where operational unitsaretemporarily deployed
out-of-area. This new operational task requires com-
munication with other participating forces and there-
fore interoperability with other forces's information
systems.

A technical, but certainly important, argument for
modernization was the fact that the OMIS application
and the operating system were judged not Y 2K com-
pliant.

4.2 Choicesmade

Two options for the modernization of OMIS were dis-
tinguished. The first option was to upgrade the hard-
ware only and run the application software on an up
to date platform, using emulators of the original hard-
ware. This option guaranteed the operational continu-
ity (only the Y 2K problem had to be solved), but there-
sulting system still would lack standardization (at least
at software level) and capabilities for interoperability
and extendibility. Another draw back of this option
wasthat emulatorswere only supplied by the manufac-
turer of the original hardware. This would result in a
lack of freedom of supplier. This option was consid-
ered not very attractive.

The second option wasto upgradeto thenew COTS
products based informationinfrastructure, existing of a
new hardware platform, a new operating system and a
new network, and to re-design and implement a func-
tional equivaent of the application software using as
much as possible COTS software products and stan-
dards. The application would be brought to state-of-
the-art technology. The functionality of OMISitself is
defense unique, even air base unique. The type of ap-
plication however is not defense unique and could be
applied to non-defense environments, so it seemed to
be possible to apply COTS products.

An argument for the second option is on standards
for interoperability. Because the software had to bere-
designed, the RNLAF aso had the possibility to con-
form to a standardized data model to enable interoper-
ability. The ATCCIS standard was adopted for OMIS-
2 and adapted to the air force situation.

TheRNLAF had plansto introduce OMIS-2 at other
air bases also and therefore has chosen for the second
option because this option offered a better maintain-
ability and more opportunities for future extensions,
which were indeed defined.

5 Hardware

5.1 General configuration

The choice of the hardware was, amongst others, in-
fluenced by the requirement that it had to be possible
to run awide variety of commercially available office
applications and to use OMIS-2 for out-of-area opera-
tions. It had to be possible to use asmall OMIS-2 con-
figuration at locations where an operational unit of the
RNLAF is deployed temporarily, possibly connected
with the OMIS-2 configuration at the home base.
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A choicewasmadefor an Intel based computer plat-
form running under the Microsoft Windows NT4 op-
erating system. This choice allowed the application
of a wide variety of Personal Computers, from lap-
top to large server, depending on the needed capacity
and size of the configuration and a lot of office-like
software products are available for an Intel/Windows
based computer platform.
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Figure 3: The OMIS-2 network architecture

The client computers are equipped with removable
hard disks. This offers the advantage that defective
systems can easily be replaced while the workstation
related data stays available for the user, under the as-
sumption that no disk failure occurred. Another advan-
tage is that the disks of classified workstations can be
locked in a safe outside operating hours.

Choosing de-facto PC standard hardware alows
easy system upgrades to meet increasing performance
requirements. At the start of the modernization, lead-
ing edge hardware could hardly meet the performance
requirements. When the system was operationalized,
which was about two years later, the advancesin hard-
waretechnology happened so fast that the performance
problems were no issue anymore.

5.2 Security

The new information infrastructure had to provide a
multilevel secure environment at the operational air
basesin the Netherlands. The need for amultilevel se-
cure environment resulted from the requirement to be
able to run office-like and command and control ap-
plications in the same environment. However, COTS
network encryption hardware was not available due to
the absence of military accreditation for these prod-
ucts. Accreditation was absolutely required because
OMIS-2 needed to run on NATO SECRET level.
TheKLulM infrastructure was not available ontime
for the modernized OMIS and therefore the RNLAF
decided to build a separate network. This network was
realized conforming the standards that were defined

for KLUIM and is used for command and control ap-
plications only. Later, when the encryption hardware
becomes accreditated, this network will be used for
office-like applications a so.

The network that is implemented is an ATM-
switched fiber optic network. For security reasons, not
only the backbone is realized using fiber optic equip-
ment but al so the end user workstations are connected
to the network via fiber optic cables also (no copper
cables). This separate network is accreditated to run
NATO SECRET.

5.3 Survivability

To assurefailsafe operation at hardwarelevel and con-
tinuity in emergency situations, the OMIS-2 configu-
ration at Volkel AFB consists of multiple server com-
puters, each located it a secure location. Whenever a
server failsor getslost, the other server(s) take over its
tasks, mainly related to operating system and network
management, so that the system staysavailable for the
operational users.

Reliability of the servers itself was increased by
applying hot pluggable RAID-5 (Redundant Array of
Inexpensive Disks) disk units. This technology al-
lows replacement of defective diskswithout interrupt-
ing system operation.

6 Application Software

During the modernization of the software, four impor-
tant functional areas were encountered where COTS
software products alone were not sufficient to fulfill
the OMIS-2 requirements. These areas were security
(especially access control), logging, survivability and
interoperability. Following paragraphs describe what
measures have been taken to satisfy the requirements.

6.1 General approach

General approach was to apply as much as possi-
ble COTS software products to meet all requirements.
Somerequirementsthat couldn’t be met by the applica-
tion of COTS products alone were satisfied by imple-
menting missing capabilities on top of the COTS prod-
ucts using COTS available development tools. Other
requirements could be satisfied by tailoring parts of the
COTS software products.

The new OMIS had to be a client-server applica-
tion in which al user interface related functionalities
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were performed by clients and data management ac-
tivities mainly by the server(s). The data stored in the
servers had to be structured in amodel compliant with
the ATCCI S standard model.

Data management requirements could be satisfied
by commercial available Relational Database Man-
agement System (RDBMS) products from Oracle.
Database design tools from Oracle provide design
capabilities compliant with ATCCIS modeling tech-
niques.

In the future it might be possible that the applied
COT S software products have to be upgraded to newer
versions. To minimizethe risk that the newer versions
are no longer compatible with tailor made parts of the
system, only capabilities of the COTS software prod-
uctsare used that are not de-supported by the manufac-
turer. Hardware and operating system specific features
were avoided completely.

The original OMIS software contained some capa-
bilities, especially related to security, logging and sur-
vivability which could not be provided by COTS soft-
ware products aone. These issues will be detailed
next.

6.2 Security

OMIS-2 required an access control mechanismfollow-
ing the need to know principle. This mechanism had
to control the access to particular parts of the applica-
tion and to the data accessed by those parts. Classifica
tion levels of the user and the location of the worksta-
tion had to be taken into account also when determin-
ing whether access was alowed or not. For example,
partsof theapplication might only be accessiblefroma
workstation located in a secure place such as a bunker.

The access control data had to be available on all
participating database servers and be consistent. In a
typical OMIS-2 configuration, multiple server comput-
ersare applied to assure continuity in case aserver be-
comes unavailable. This means that users must have
access to more than one server using the same user
name/password combination.

Modifications to the access control data had to be
made via atwo-men concept to prevent security viola-
tions by administrators.

The access control mechanism provided by Oracle7
is only based on rights to access data stored in the
database. Access to specific parts of a client applica
tion couldn’t be controlled by this mechanism directly.
This problem was solved by implementing a custom
access control mechanism on top of the standard Ora-
cle7 mechanism. Thismechanism isused by the client

application to determine accessto the different parts of
the application.

Standard Oracle7 also did not provide facilities to
maintain a centralized user administration for dis-
tributed and replicated database servers. This problem
was solved by implementing a mechanism which peri-
odically synchronizes the distributed user administra-
tions of the multiple server computers.

The problem rel ated to the mai ntenance of the autho-
rization related datawas solved by implementing aspe-
cial authorization data maintenance application using
the COTS software development tools. This applica
tion forces administrators to apply changes on the au-
thorization related data via the two-men concept. This
means that modifications have to be made twice, by
two different operatorsand within acertaintime frame.
After the first administrator has made modifications
to the authorization data, this little application tem-
porarily stores the modified authorization data in the
database, so it can be used for comparison when the
second administrator makes the same modifications.
Only when the modifications, made by both admin-
istrators within the preset time frame, are exactly the
same, the modification is accepted.

6.3 Logging

The origind OMIS used a very extensive logging
mechanism. For all modifications made to datain the
database, the old and new values, the user making the
modification and the time the modification was made,
were registered. Besides a log of data mutations, an
event |og was maintained to register user actions. Both
logs offered the capability to reconstruct the series of
activitiesand mutationsin case of system malfunction-
ing or security violations.

OMIS-2 required a similar logging mechanism to
register all data manipulations and user activity. The
mechanism provided by the Oracle7 database server
(tracing) was not suitablefor OMIS-2 because at some
levelsit did provide too detailed information whilst at
other levelsit did not.

This problem was solved by implementing a sim-
ple logging mechanism in the databases. Thislogging
mechanism is based on a generator which generates
logging facilities for specific data sets. By applying
this technique the logging subsystem can easily be up-
dated whenever changes to the structure of a data set
have to be made.
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6.4 Survivability

In OMI'S, survivability was assured by applying multi-
ple computers, each with acomplete set of data stored
onit. A tailor made replication mechanism kept the
data on the different computers synchronized. For
OMIS-2 thisfunctionality had to be realized using Or-
acle capabilities.

Standard Oracle7 provides mechanismsto setup dis-
tributed databases and for database replication. The
database replication mechanism takes care of the dis-
tribution of modifications made on one server to the
other servers participating in areplicated environment.
The replication mechanism providesfacilitiesto detect
conflicting simultaneous data manipulations on sepa-
rate servers and methods to solve these conflicts.

The standard mechanisms couldn’t be applied di-
rectly because the conflict detection techniques did
not allow simultaneous updates on different attributes
of the same object which was absolutely required by
OMIS. For example, it had to be possible for alogis-
tic officer and an operations officer to assign an aircraft
and apilot respectively to the same mission simultane-
ously when connected to different server computers.

The Oracle7 replication mechanism was slightly
modified so that above mentioned operations could be
performed. Also the conflict detection and resolution
mechanism needed some simple modifications. The
modifications made to the standard software are tem-
porary since newer versions of Oracle (>Oracle8) pro-
vide required capabilities standard.

6.5

A new requirement for OMIS-2 was the capability to
interoperate with other C2 systems. For OMIS-1 there
was no such requirement and therefore this system
lacked capabilitiesto interoperate.

At network level the interoperability requirement
was met via the application of standard network hard-
ware and software. At application level this require-
ment resulted in a complete re-design of the data
model. The ATCCIS standard data model was used
as basis for the new data model. All entities in
the OMI1S-2 functional environment were re-analyzed,
normalized and placed inaso-caled ATCCI S-abledata
model. Adoption of the ATCCI'S concept facilitatesfu-
ture coupling with other national and possibly interna-
tional (COTS based) Command and Control systems
that are based on the ATCCIS model.

Application of aCOTS relational database manage-
ment system offered the possibility to utilize leading

I nteroper ability

edge database technology for OMIS-2. The Oracle Re-
lational Database Management System provided the
enough functionality toimplement the new datamodel.
Database design tools from Oracle were used for the
design of the database. These tools allowed automatic
generation of the database.

7 Concluding Remarks

The modernization of OMI S showed the successful ap-
plication of COTS productsfor afunctional re-hosting.
The re-hosting resulted in a system with a 100 percent
equal functionality, but based on leading edge technol -
ogy and with improved capabilities for future exten-
sions and an improved ease of operation and manage-
ment.

The application of standard PC hardware for the
modernized OMIS showed that an assurance level at
least equal to the assurance level of the original OMIS
ispossible.

The presented example showed that not all func-
tionality could be realized directly by the COTS prod-
ucts itself. It appeared not to be possible to meet re-
quirements related to security, logging and survivabil -
ity using COTS products aone. These requirements
were satisfied by implementing small modificationsto
the COTS products or by successfully using applying
COT S software devel opment tool s to implement miss-
ing functionalities.

Therequirement for interoperability was satisfied by
using the ATCCI S standard for thedatamodel. There-
sulting data model was implemented using COTS data
management products without any problem.

Mid 1999, OMIS-2 is installed and operationalized
at Volkel Air Force Base in the Netherlands. The con-
figuration consists of multiple servers placed at secure
locations, and client workstations all over the base.
Minor problems were encountered during the installa-
tion, mostly related to the scaling of the system. After
the installation it took only three days to operational-
ize OMIS-2. From mid October 1999 the modernized
OMISruns smoothly. Intensive usage during large ex-
ercises did not result in problems.

8 Glossary

AFB Air Force Base

ATCCIS Army Tactical Command and Control
Information System

c2 Command and Control

COTS Commercial Off The Shelf
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DEC  Digital Equipment Corporation

IT Information Technology

KLu Koninklijke Luchtmacht (RNLAF)

KLulM KLu Implementatie Middenlaag

NATO North Atlantic Treaty Organization

NLR  Nationa Aerospace Laboratory

OMIS Operations Management Information
System

RAID Redundant Array of Inexpensive Disks

RDBM S Relational Database Management System

RNLAF Roya Netherlands Airforce

Y2K  Year 2000
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